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Data protection in EU: Comparative Study of National Reports

1 Introduction

As a right, recognised by Article 8 of the Charter of Fundamental Rights, "the protection of
personal data" is conceived in relation to the other rights and freedoms enjoyed by European
citizens. This relationship is particularly relevant in the case of the rights to privacy and non-
discrimination, of which data protection is an essential guarantee in a highly digitalised
society. The European Data Protection Regulation (GDPR) develops the content of this right
at the Community level and, more significantly, seeks to establish the mechanisms for its
adequate protection. The GDPR introduces a paradigm shift that obliges data controllers to
guarantee the protection of personal data by design and by default.

Nonetheless, without having been consolidated yet, and without having a clear reference on
how to guarantee some of the rights recognised in personal data protection framework, the
scenario continues to change. In the future, the GDPR will have to be coordinated with other
initiatives such as the Artificial Intelligence Act!, which is expected to be approved shortly.
Aware of this complex situation, the PANELFIT -H2020 Project- has set out to develop
"Guidelines", which will help to understand the ethical and legal implications of personal
data protection, particularly in the field of Information and Communications Technologies
(ICT).

The Guidelines have been conceived as a complex tool aimed at serving as a handbook of
information about the regulatory framework on ICT data protection Ethical and Legal issues.
They have been developed to make it easier for researchers to achieve their legal and ethical
obligations in this regard.

The tool is divided in two main parts. The first one, gathers information common to all
different technologies, since it offers information about the General Data Protection
Regulation (GDPR). This part is divided in different modules as well. These are: General
introduction to the GDPR; Principles; Main Concepts; Main Actions and Tools; Main
Actors; Data subject rights; Day-to-day Activities; Q&A; Glossary. The second part is
devoted to new technologies, namely: Al; geolocation; biometrics; IoT and social media.

This Comparative study of national reports is aimed to produce a panoramic vision of the
legal and ethical framework both at the national and EU level, complementing PANELFIT
Guidelines.

Certainly, the GDPR significantly increases the harmonisation of European data protection
regulation. Besides that, with more than 30 areas where the Member States have a “margin
of manoeuvre” in their domestic laws, there will continue to be significant variation in both
substantive and procedural data protection laws among the EU’s Member States. PANELFIT

1 On April 2021 a Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL INTELLIGENCE ACT) AND
AMENDING CERTAIN UNION LEGISLATIVE ACTS, has been presented. The document is available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206&from=EN
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project has moved towards the objective of including essential information on the specifics
of national regulation in the context of ICT data protection ELI. This will serve both: to
optimise The Guidelines for national stakeholders and end-users, and to provide adequate
information to supranational bodies in order to face the differences.

The analysis presented below has been prepared on the basis of the national reports provided
by the PANELFIT network of correspondents, composed by carefully selected experts on the
challenges faced by the project. Experts were provided with a questionnaire on the most
relevant aspects of data protection in the context of ICT. The topics on which the specialists
were queried were divided into five main blocks:

1. Informed consent including relevant questions on domestic regulatory framework; rights
of data subjects and data processing; minors, sensitive data and other additional categories
of data; deceased individuals and personal data; accountability and Data Protection Impact
Assessment (DPIA).

2. Commercialization of data in relation with regulatory framework; practice; and nature of
data.

3. Security and cybersecurity, including: general regulatory framework; implementation of
EU Law; personal data breach notification; supervision of cybersecurity.

4. Enforcement: fines and sanctions
5. Governance

National experts provide valuable information on the countrywide peculiarities,
complementing PANELFIT Guidelines; which, therefore, offer a panoramic vision of the
legal and ethical framework both at the national and EU level. The present document
includes a comparative analysis of data protection in the 27 countries of the European Union.
Offering stakeholders and end users a synthetic and simplified version. The national reports
produced by our network of experts, so far, are reproduced in this annex.
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1.1 PANELFIT’s Network of Correspondents

Austria: Johann Cas & Felix Schaber, Austrian Academy of Sciences. Institute Of
Technology Assessment (OEAW/ITA)?

Belgium: Gianclaudio Malgieri & Andrés Chomczyk Vrije Universiteit Brussel (BUV)?
Bulgaria: Yordanka Ivanova, Attorney-at-Law, Sofia Bar Association/Sofia University

Croatia: Suncana Roksandi¢ Vidlicka Assistant professor/Head Croatian Unit UNESCO
Chair in Bioethics/ Researcher in the Max Planck Partner Group Balkan Criminology /Head
Jean Monnet Advanced Seminar in EU Criminal Law and Policy/Department of Criminal
Law University of Zagreb Law School

Republic of Cyprus: Nikitas E. Hatzimihail Associate Professor of Private Law and Legal
History Department of Law, University of Cyprus http://ucy.ac.cy/el/people/nhatzimi;
Elvira Pallikarou (University of Cyprus)

Czech Republic: Petra Lancova, Department of Medical Ethics, Faculty of Medicine,
Masaryk University, Brno; Radim Polcak Masaryk University

Denmark: PhD Sofie Flensburg, Datafied Living, Dept. of Communication University of
Copenhagen; Jesper Lund 1T-Political Association of Denmark

Estonia: Lethe Roots Aldon Konsultatsioonid OU
Finland: Erkko Korhonen, Hannes Snellman Attorneys Ltd.

France: Olivia Tambou, Paris-Dauphine University; PhD. Maitena Poelemans, CDRE,
Universidad de Pau et des pauys de I'Adour

Germany: Harald Zwingelberg® State Commissioner for Data Protection Schleswig-
Holstein, Unabhéingiges Landeszentrum Fiir Datenschutz (ULD)

Greece: [rene Kamara, Tilburg University (LTMS) & Vrije Universiteit Brussel (LSTS)
Hungary: Jori Andras Ugyvéd, Attorney, former Data Protection Commissioner of Hungary

Ireland: Dr. Oliver Feeney Research Centre ‘Ethics of Genome Editing’, Institute of Ethics
and History of Medicine, Eberhard Karls University Tiibingen, Germany. Centre of
Bioethical Research and Analysis, National University of Ireland (Galway), Rep. of Ireland.

Italy: Denise Amram, Scuola Superiore Sant’Anna; Prof. Dr. Giovanni Comande Professor
of Private Comparative Law, Scuola Superiore Sant'Anna, Director Laboratorio
Interdisciplinare Diritti E Regole LIDER-Lab

Latvia: Liene Labsvira, Legal Adviser of the European Union, International Cooperation
Division of the State Data Inspectorate

Lithuania: Danguolé Morkiiniené, State Data Protection Inspectorate

Luxembourg: Regina Becker, Strategy Development ELIXIR-LU & Bioinformatics
CoreElixir-Luxembourg, Luxembourg Centre for System Biomedicine LCSB), University
of Luxembourg.

2 PANELFIT consortium partners
3 PANELFIT consortium partners
4 PANELFIT consortium partner.
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Malta: Dr. Aitana Radu, Department of Information Policy & Governance, Faculty of Media
& Knowledge Sciences, University of Malta.

Netherlands: Ernst Halberstadt, Independent researcher.

Poland: Maria Owczarek. Lawyer, expert in the area of personal data protection law, Ph.D.
candidate at the Institute of Law Studies, Polish Academy of Sciences; Dr Tomasz Sroka,
Department of Criminal Law, Department of Bioethics and Medical Law, Jagiellonian
University

Portugal: Carla Barbosa, Researcher at the Center for Biomedical Law, Faculty of Law,
University of Coimbra; Vera Lucia Raposo, Associate Professor at the Faculty of Law of
Macau University, China/Auxiliary Professor at the Faculty of Law of Coimbra University,

Romania: Prof. Daniel-Mihail Sandru - The Romanian Academy, The Legal Research
Institute; Valentina Pavel, ApTI, Association for Technology and Internet

Slovakia: Simona Sobotovicova, Postdoctoral Researcher, University of the Basque Country
(UPV/EHU)

Slovenia: Ales Zavrsnik Ljubljana University; Helena U. Vrabec, member of the DPO team
at Palantir Technologies, US/Visiting fellow at Leiden University, The Netherlands

Spain: Lorena Campillo, lker Conal & Aliuska Duardo, Chair in Law and Human Genome
Research Group, Department of Public Law, University of the Basque Country (UPV/EHU)?

Sweden: Patricia Jonason, Associate Professor in Public Law, Sodertorn University; Anders
Wainikka, Lecturer of Law, University of Sodertorn

> PANELFIT Consortium partners.
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2 Data protection in EU: Comparative Study of National
Reports

Aliuska Duardo (UPV/EHU)

2.1 Informed consent

2.1.1 General Regulatory Framework

(i)  The inexorable expansion of Information and Communication Technologies into
all areas of daily life is undoubtedly one of the distinctive features of the 21st
century. Today, it is possible to recognize a profound social transformation, not
only economic but also cultural, which, in fact, distinguishes the new generations
of people/citizens/users. Fundamental rights and freedoms, individuals’ economy
and that of the States, even interpersonal relationships and the most trivial aspects
of our daily lives, depend to a large extent on ICTs.

This context, where the "real" and virtual worlds interact and overlap constantly,
makes it increasingly difficult to maintain adequate protection of personal data.
The GDPR aims to be forceful in the face of possible abuses and the lack of
protection for citizens in cyberspace. To begin with, the European legislator has
opted for a Regulation to replace the old Directive 95/46/EC. In the system of
sources of Community law, this entails important differences, not only from a
formal but also from a practical point of view. The Regulation is a higher-ranking
regulation that is directly applicable within the member states. This means that,
unlike the directive, it does not need to be transposed into domestic law for the
rights it develops to be invoked by citizens in national courts. However, the GDPR
published on April 27, 2016 in the Official Journal of the European Union, set in
its article 99 an adaptation period of 2 years, giving national administrations and
stakeholders time to adjust their internal practices to the new data protection
requirements.

The comparative study shows that EU Member States, have made a significant
effort to adapt to GDPR requirements®. States have thus adopted rules aligning
domestic legislation with the tenor of the Regulation. These norms, as can be seen
below in the explanatory table for each country, conform the general framework
for the protection of personal data in the different Member States and, of course,
establish the basis for the regulation of informed consent. However, with regard
to the latter, the regulatory framework is completed with specific regulations, in
most cases prior to the Regulation. This will lead, if not to the transformation of
these regulations, at least to an interpretation that is in accordance with the GDPR.
In those cases where there is a contradiction, the latter will prevail due to the
primacy and direct effect it has over national legislation.

6 As of the date of completion of this work, the new Slovenian Data Protection Act (ZVOP-2) that will
implement certain aspects of the GDPR has not been adopted, but is — as of December 2020 - still in the
legislative process. This is also the case of Denmark Research Data Act, which has been drafted but not yet
adopted.
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Specific lawgiving regulate very diverse aspects ranging from the peculiarities of
informed consent in the field of research’ (Bulgaria, Denmark, France, Lithuania,
Luxembourg, Ireland, Malta, Spain); in health-related areas (Bulgaria, Czech
Republic, Ireland, Luxembourg, Malta, Poland, Portugal, Spain); in the field of
prevention, detection, investigation or prosecution of criminal offenses, or for the
execution of criminal sanctions (Denmark, Finland, Latvia, Luxembourg, Malta,
Portugal, Slovenia) or security and cybersecurity (Austria, Czech Republic,
Denmark, Estonia, Finland, Latvia, Malta, Portugal, Slovenia). Specific provisions
affecting informed consent are also observed in sectors such as employment
(Finland, Greece, Slovenia), and electronic communications® (Denmark, Finland,
Greece, Luxembourg, Malta, Netherlands, Portugal, Rumania, Slovenia).

(1)  As regards the material limits of the Regulation, which applies neither to purely
personal or household activities nor to national security areas, the trend in the
Member States is very similar. Most of domestic data protection laws, like the
GDPR, do not interfere in purely domestic activities. Exceptionally Austrian
Datenschutzgesetz (DSG) does not contain the personal or household activities
exception. It is however limited to personal data with a legitimate interest worthy
of protection. It is also the case in Portugal, where the fundamental right to privacy
enshrined in article 26.° of the Constitution does not contain the exception.
Nonetheless, the protection is, once again, limited to personal data with a
legitimate interest worthy of protection. In any case, it seems that the defence of
personal data in the domestic sphere could be achieved indirectly through the right
to privacy enshrined in national constitutions (Estonia, Finland, Netherlands,
Portugal, Spain), in specific privacy laws such as the Luxembourg case, in civil
general codes (Lithuania, Rumania) and ultimately criminal laws (Denmark,
Portugal, Spain).

(iii)) The situation is clearly different regarding security matter. While the GDPR does
not apply to national security, most of internal legislation concerning national
security contains provisions relating to the processing of personal data. Some
countries have also chosen to include national security in the scope of laws that
adapt national legislation to the GDPR (Latvia, Slovenia). There are, in addition,
numerous internal rules related to prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, (Austria,
Belgium, Croatia, Finland, Germany, Hungary, Lithuania, Luxembourg, Malta,
Netherland, Poland, Portugal, Spain). Most of them resulting of the transposition
into national law of the Directive 2016/680 of 27 April 2016°.

(iv) The information on the general framework for data protection in Member States
would not be complete without reference to the corresponding Data Protection
Authorities (DPA). DPA is an essential component of the protection of natural

7 Mostly Biomedical and health related research.

8 Probably a reflection of the transposition of the Directive on privacy and electronic communications into
national law. Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 Directive
on privacy and electronic communications. https://eur lex.europa.eu/legal content/en/ALL/ ?uri=CELEX:32
002L0058.

° Directive 2016/680 of 27 April 2016 “on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data. The Directive can be consult here: https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016L0680.
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persons with regard to the processing of their personal data (...)."° The
supervisory authorities should monitor the application of the provisions pursuant
to the Regulation and contribute to its consistent application throughout the
Union, in order to protect natural persons in relation to the processing of their
personal data and to facilitate the free flow of personal data within the internal
market!!.

The table below lists the authorities in the different countries and provides a link
to their website. However, for more information, it is recommended to refer to the
country-specific report, which also provides information on the number of
members of each authority and their activities. It is further recalled that the GDPR
enables States to establish more than one supervisory authority, to reflect their
constitutional, organisational and administrative structure. Thus, there are
territorial agencies that have not been included in this list. This is the case of

Germany and Spain, for example.

‘ Country

Authority Website

Austria Osterreichische Datenschutzbehorde http://www.dsb.gv.at/

Belgium Autorité de la protection des données - https:/www.autoriteprot
Gegevensbeschermingsautoriteit (APD- ectiondonnees.be
GBA) https://www.gegevensbes

chermingsautoriteit.be

Bulgaria Commission for  Personal Data https://www.cpdp.bg/
Protection

Croatia Croatian Personal Data Protection http://www.azop.hr/
Agency

Cyprus Commissioner for Personal Data http:/www.dataprotectio
Protection n.gov.cy/

Czech Office for Personal Data Protection http://www.uoou.cz/

Republic

Denmark Datatilsynet http://www.datatilsynet.d

k/

EDPS European Data Protection Supervisor https://edps.europa.eu/

Estonia Estonian Data Protection Inspectorate http://www.aki.ee/
(Andmekaitse Inspektsioon)

Finland Office of the Data Protection http://www.tietosuoja.fi/e
Ombudsman n/

10 Recital 117 GDPR.
1 Recital 121 GDPR.
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France

Germany

Greece

Hungary

Ireland

Italy

Latvia
Lithuania

Luxembourg

Malta

Netherlands

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

BoANELFIT

Commission Nationale de I'Informatique
et des Libertés - CNIL

Der  Bundesbeauftragte fiir den
Datenschutz und die
Informationsfreiheit

Hellenic Data Protection Authority

Hungarian National Authority for Data
Protection and Freedom of Information

Data Protection Commission

Garante per la protezione dei dati
personali

Data State Inspectorate
State Data Protection Inspectorate

Commission  Nationale pour la

Protection des Données

Office of the Information and Data
Protection Commissioner

Autoriteit Persoonsgegevens

Urzad Ochrony Danych Osobowych
(Personal Data Protection Office)

Comissao Nacional de Protecao de Dados
- CNPD

The National Supervisory Authority for
Personal Data Processing

Office for Personal Data Protection of the
Slovak Republic

Information Commissioner of the

Republic of Slovenia

Agencia Espaiiola de Proteccion de Datos
(AEPD)

http://www.cnil.fr/
https://www.cnil.fr/en/co
ntact-cnil

http://www.bfdi.bund.de/

http://www.dpa.gr/

http://www.naih.hu/

http://www.dataprotectio
n.ie/

http://www.garantepriva
cy.it/

http://www.dvi.gov.lv/
https://vdai.lrv.lt
http://www.cnpd.lu/
http://www.idpc.org.mt/
https://autoriteitpersoons
gegevens.nl/
https://uodo.gov.pl/
http://www.cnpd.pt/
http://www.dataprotectio

n.ro/

http://www.dataprotectio
n.gov.sk/

https://www.ip-rs.si/

https://www.aepd.es/
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Sweden Integritetsskyddsmyndigheten http://www.imy.se/

EU Member States Data Protection Authorities.

(vi)

(vii)

(viii)

(ix)

The legal framework for data protection is much more diverse on issues related to
the use of data for research and statistical purposes. Since the vast majority of
domestic data protection laws do not provide a specific definition of ‘“data
processing for research purposes” or “research in public interest”, many of them
provide specific clauses related to these issues (Finland, France, Ireland, Malta,
Netherlands, Spain). In some cases, definition of “research purposes” is provided
by Data Protection Authorities (Belgium, Czech Republic); but in most it is
necessary to resort to specific legislation on research (Austria, Bulgaria, France,
Hungary, Italy, Latvia, Lithuania, Portugal, Sweden, Spain), mainly to find
protection in research carried out in the field of health. Deviating from the majority
trend, the data protection laws of Italy, Latvia and Malta provide notions on the
meaning of "research purposes", whereas in Germany this concept is to be found
in the Magna Carta.

Most of national legislation implement Article 89 of the GDPR, introducing
specific safeguards to adopt in case of data processing for research purposes. In
the case of Bulgaria this safeguards only cover medical research. In Latvia is
limited as well to medical and human genome research. In Hungary, Act No.
CXIX 0f 1995, contains such safeguards; however, the provisions guiding research
of the act were not revised in light of GDPR. Article 8 of Law no. 190/2018 in
Rumania refers to the safeguards in Article 89 of the GDPR, without introducing
specific and more detailed provisions. While the Slovak law does not deviate
either from the GDPR.

The majority of national legislations provides specific safeguards for processing
sensitive data beyond article 9 of the GDPR. Especially for the cases of genetic,
biometric, and health related data (Belgium, Bulgaria, Croatia, Cyprus, Portugal,
Spain). Less abundant are the specific provisions relating to data of an ethnic or
racial nature'?, political preferences, trade union membership, etc., which are
usually governed by the general regime designed in the GDPR. As in many other
cases, it is necessary to be aware of the specific research or sectoral legislation
(health, labour) that completes the regulatory framework for personal data
protection in each country. The Danish case is particularly interesting. The
Criminal Code and the Public Administration Act, includes a category of
‘confidential information’ covering e.g. social security numbers, personal
finances, education, working, employment, family affairs etc. that are not
necessarily sensitive but should not be available for the general public.

The GDPR attaches considerable importance to codes of conduct as a guidance on
the implementation of appropriate measures and on the demonstration of
compliance by the controller or the processor in data processing!’. Not many
countries have a Code of Conduct or national Code of Ethics for data processing

2 Under French law there is only one race therefore, art. 6 LIL departs from the letter of art. 9 GDPR by
using the word “presumed racial origin”. See French report above.
13 See articles 24.3, 28.5 and 40 of the GDPR, among others.
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in research. However, as shown in the table below, it is possible to find ethical
codes and guidelines that include data protection aspects developed or promoted
by public institutions; or universities and research institutions.

National /regional
Code(s) of Conducts

K Others Code Conducts /Code of Ethics
or national Code of

Country

Ethics for data
processing in
research

Austria No There exist a number of bodies for ethics in
research and ethics in general. The
“Datenschutzrat” advises the federal and local
governments on matters of legal politics in
data protection and is located at the Federal
Ministry of Constitutional Affairs, Reforms
Deregulation and Justice. Many scientific
institutions have commissions for ethics, i.e.
the “Kommission fiir Wissenschaftsethik” at
the Austrian Academy of Science.

Belgium No Guideline applicable to medics issued by the
Ordre des médecins and titled “Récolte et
exploitation de  données  médicales”.
https://www.ordomedic.be/fr/avis/conseil/r%c
3%a9colte-et-exploitation-de-
donn%c3%a9esm%c3%a9dicales

Bulgaria No Each university/research organisation has its
own code of ethics, but these codes usually
don’t contain specific provisions for
privacy/data protection except in the case of
medical research.

Croatia Croatian Committee Codes of public universities and research
on Ethics in Science  institutes, which by law should be compliant to
and Higher = the CESHE Code.

Education (CESHE)
Code

Cyprus Code of Practice of http://www.bioethics.gov.cy/moh/cnbe/cn
the Review Bioethics be.nst/AIVE3C3BC7D33CEADFE7C2257
Committees (RBCs) CCA003B43C3/$file/Code%200f%20Pra
ctice%20EN%20(1).pdf>.

Czech No Code of Ethics for Researchers of the Czech

Republic Academy of Sciences
(http://www.avcr.cz/en/aboutus/legal-
regulations/code-of-ethics-for-researchers-of-
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Denmark

Estonia

Finland

France

Germany

Greece

Hungary

Ireland

BoANELFIT

Danish  Code of
Conduct for
Research Integrity of
the Danish Ministry
of Higher Education
and Science includes
guidelines and rules
for the management
of data.

Estonian Data
Protection

Inspectorate

No

No

No

No

Research  Integrity
National Forum
‘Policy statement on
Ensuring  Research
Integrity in Ireland’
(2019) Second
Edition
https://www.iua.ie/w
pcontent/uploads/20
19/08/TUA Research
_Integrity in_Ireland
~Report 2019.pdf.

the-czech-academy-ofsciences/index.html

(English)),

Health research ethics committee system
consisting of a national committee and 12
regional committees that must be notified of
research  projects that involve human
biological material. The rules for using this
type of data with or without informed consent
is stated in the Act on Research Ethics Review
of Health Research Projects.

Guidelines (under review)

Board on Research Integrity (TENK)
guidelines on “The ethical principles of
research with human participants and ethical
review in the human sciences in Finland”
Section 3.5 addresses the question of
processing of personal data in research

Centre national de la Recherche Scientifique
(CNRS) guidelines on the application of the
GDPR, with some ethical concerns.

Sector-specific codes of conduct have been
established by initiative of the involved
institutions such as universities.

Academic institutions Committees of Ethics of
Research Codes

Codex of Bioethics on the concepts and
practice of biomedical research

Science ethical code of the Hungarian
Academy of Sciences

The National Consent Policy (2019) Health
Services Executive (HSE)
https://www.hse.ie/eng/about/who/qid/other-
quality-
improvementprogrammes/consent/national -
consent-policy-hse-v1-3-june-2019.pdf
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Italy No CODAU (The Conference of the General
Directors of Public Administration within the
Universities), a group of DPO started an
intensive dialogue in order to harmonize
standards and share best practices.

Latvia No Latvian Academy of Sciences "Code of Ethics
for Scientists covers some aspects of data
processing.

Lithuania No Specific ethical codes (e.g.): Lithuanian

Doctor Professional Ethics Code; Code of
Ethics of the Lithuanian Society of
Obstetricians and Gynecologists; Code of
Professional Ethics of the Lithuanian Medical
Association; Code of Professional Ethics for
Dentists; Lithuanian Code of Professional
Ethics for Physiotherapists; Code of
Pharmaceutical Marketing.

Luxembou No There is an initiative led by ELIXIR-LU

rg together with the public research stakeholders
to develop a Code of Conduct for Scientific
Research.

Malta No The University of Malta, is the only public

higher education institution in the country has
two such documents: The University’s
Research Code of Practice
(https://www.um.edu.mt/ _ data/assets/pdf fil
e/0011/338942/ResearchCodeofPractice. pdf)
and the University’s Research Ethics Review
Procedures.

Netherlan The Association of
ds Dutch  Universities
(Verenigde
Universiteiten -
VSNU) Code of
Conduct for the
processing of
personal data in
scientific ~ research
(approved by the

DDPA)

https://www.vsnu.nl/
files/documenten/Do
meinen/Accountabili
ty/Codes/Gedragsco
de%?20persoonsgege
vens. pdf
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Poland

Portugal

Romania

BoANELFIT

No

No

No

Work is in progress to approve the codes of
conduct concerning data processing in
research, which are:

Code of conduct concerning the processing of
personal data by private research agencies
submitted by the Organisation of Public
Opinion and Market Research Companies
http://rodowbranzybadawczej.pl/

Code of conduct for the health sector on
healthcare providers and processors submitted
by the Polish Federation of Hospitals
http://rodowzdrowiu.pl/index.php/english/

Code of conduct for the processing of personal
data in small medical establishments,
submitted by the Federation of Health Care
Employers' associations  (Zielonogorskie
agreement) https://www.federacja-
pz.pl/index.php?mnu=wiadomosc&id=478

Code of Ethical Conduct in Research of the
University Institute of Lisbon Coédigo de
Conduta ISCTE-IUL 2016
https://www.iscteiul.pt/assets/files/2018/10/11
/1539270104878 codigo conduta etica na i
nvestigacao iscte iul.pdf

Code of the Interdisciplinary Centre of
Education Studies: Codigo de Conduta Etica
na Investigagdo do Centro Interdisciplinar de
Estudos Educacionais, 2018,
https://www.eselx.ipl.pt/sites/default/files/me
dia/2018/aprovado_codigo_etica_0.pdf

The Code of Ethical Conduct of Minho
University. University of Minho Code of
Ethical Conduct, July 2012
https://www.uminho.pt/PT/uminho/Etica/Cod
igo-de-conduta-

etica/Documents/Conduta_ UMinho V01.3.pd
f

Some codes have been adopted at the level of
the research and university institutions based
on the Law of National Education no. 1/2011,
Law no. 206/2004 on good conduct in
scientific research, technological development
and innovation, including its subsequent
amendments and additions, and on the Law no.
319/2003 on the Statute of the research and
development personnel.

-30-


http://rodowbranzybadawczej.pl/
http://rodowzdrowiu.pl/index.php/english/
https://www.federacja-pz.pl/index.php?mnu=wiadomosc&id=478
https://www.federacja-pz.pl/index.php?mnu=wiadomosc&id=478
https://www.eselx.ipl.pt/sites/default/files/media/2018/aprovado_codigo_etica_0.pdf
https://www.eselx.ipl.pt/sites/default/files/media/2018/aprovado_codigo_etica_0.pdf
https://www.uminho.pt/PT/uminho/Etica/Codigo-de-conduta-etica/Documents/Conduta_UMinho_V01.3.pdf
https://www.uminho.pt/PT/uminho/Etica/Codigo-de-conduta-etica/Documents/Conduta_UMinho_V01.3.pdf
https://www.uminho.pt/PT/uminho/Etica/Codigo-de-conduta-etica/Documents/Conduta_UMinho_V01.3.pdf
https://www.uminho.pt/PT/uminho/Etica/Codigo-de-conduta-etica/Documents/Conduta_UMinho_V01.3.pdf
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Slovakia

Slovenia

Spain

Sweden

BoANELFIT

No

No

The Model Code for
big data projects of
the Spanish DPA
(AEPD) and the
ISMS Forum.

The Pharmaceutical
Industry Code of
Conduct for the
Protection of
Personal Data in the

Field of Clinical
Research and
Pharmacovigilance.

https://www.farmain
dustria.es/web/docu
mento/codigo-tipo-
de-farmaindustria-
de-proteccion-
dedatos-personales-
en-el-ambito-de-la-
investigacion-
clinica-y-de-la-
farmacovigilancia-2

No

The research institutes, universities or bodies
(for example, Slovak Syndicate of Journalists,
Civil Servants, Donors, etc.) who precede the
research data, adopted their own Code of
Ethics or Code of Conducts

The universities have adopted their own Codes
of Ethics or Code(s) of Conducts

AEPD (Spanish DPA) guide on accreditation
criteria for supervisory bodies of codes of
conduct may be of interest:
https://www.aepd.es/sites/default/files/2020-
02/acreditacion-organismos-supervision-

cc.pdf

The Research Council’s report on Good
Research Practices, covers all ethical issues
related to research tackles among other the
question of the processing of personal data.
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Information regarding national code of conduct/ethics codes on data
protection on research

National legislations on data protection don’t usually contain specific definitions
of data processing for “statistical purposes”. In any case, many of them comprehend
specific rules that apply to such data processing (Austria, Belgium, Croatia,
Denmark, Estonia, Finland, France, Ireland, Italy'*, Slovakia, Spain, Sweden).
Data processing for statistical purposes usually shares the same general regime
applied to processing for “research purposes” (Belgium, Czech Republic,
Denmark, Estonia, Italia, Luxembourg, Slovakia, Spain). Definition and rules can
also be found in specific or sectorial legislation (Bulgaria, Cyprus, Czech Republic,
France, Germany, Hungary, Lithuania, Malta'’, Portugal, Romania, Slovenia).

2.1.2 Rights of data subjects and data processing

(@)

(ii)

Austria, Czech Republic, and Denmark'®, includes legal persons as subjects into
their respective national laws scope. In the Netherlands, the jurisprudence has
recognised right for small enterprises to enjoy certain provisions that were
originally established for consumers. Estonian Data Protection Act, on the other
hand, states that in processing of personal data by law enforcement authorities in
prevention, detection and proceedings of offences and execution of punishments,
if possible and appropriate, the controller shall distinguish, upon processing of
personal data, between persons subject to proceedings, suspects, accused, injured
parties, witnesses, imprisoned persons, detained persons, probationers, and other
persons as different categories of data subjects. Some national laws regulate the
derogation o restriction of data subject rights. Such is the case of Croatia,
Luxembourg and Poland. Meanwhile, many national laws on data protection do not
deviate from the GDPR (Bulgaria, Cyprus Finland, Germany, Greece, Hungary'”,
Malta, Portugal, Slovenia and Sweden).

Usually, national laws don’t issues special requirements regarding informed
consent (Austria, Belgium, Bulgaria, Denmark, Estonia, Germany, Greece,
Hungary, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Rumania,
Sweden). In some others, especial requirements, come from sectoral regulations;
such in Bulgaria (e-Commerce Act, Child Protection Act, Act on Statistics, Health
Act, Electronic Communications Act), Cyprus (laws regarding genetic and
biometric data), Czech Republic (Act on Electronic Communications), Ireland
(Disability Act), Latvia (laws related to health data, genetic data).

14 Specific ethics rules have been issued for data processing for statistical purposes performed by the
National Statistics Institute (ISTAT).

15 Maltese legislation of data processing does not provides a definition of “statistical purposes” but "official
statistics", which are designed as “information collected, analysed and produced for the benefit of the
society to characterize collective phenomena in a considered population and produced by the National
Statistics Office as provided for by law, or by other national authorities as designated by Eurostat following
recommendation by the National Statistics Office.

16 This is “in certain cases” like the processing of data by credit information agencies and disclosure to credit
information agencies of data on debt owed to public authorities. See Denmark's report below.

17 Nonetheless the are some particularities regarding de enforcement of the rights of deceased persons. See
the complete report below.
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(iii)

Provisions regarding the processing of personal data of minors abound; varying
from country to country the age range in which the consent of the minor is not only
valid but also required (Croatia, Cyprus, Finland, France, Italy).

French law also provides that the informed and explicit consent of the data subject
is required when research involves genetics analysis, and the need of a specific
consent regarding the will of a data subject for the processing of his data after his
death.

Particularly interesting is the Slovak case, Data protection Act added a word
“serious” regarding the definition of the data subject consent. So, consent of data
subject means any serious and freely given, specific, informed and unambiguous
indication of data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating
to such data subject. On the contrary, Slovenian legislation sets a much broader
notion of consent than GDPR, without the requirement that the expression of an
individual’s will is also specific, informed and unambiguous.

No special requirements regarding data processing are demanded in Cyprus,
Estonia, Finland'®, Greece, Italy, Latvia, Luxembourg, Netherland, and Poland’s
national laws. In contrast, the domestic laws of Austria, Belgium, Bulgaria, Croatia,
Czech Republic, France, Romania, Slovakia, Slovenia, Spain and Sweden, contain
additional requirements with respect to the regime established by the GDPR.

In this way, Austria states exceptions from the fundamental rights of data protection
for national authorities may only be made by laws, and have to contain legal
protections for the person concerned. This does not apply to data processing with
the approval of the person concerned or is necessary for their vital interests. The
Belgian Data Protection Act prescribes special requirements for certain data
processing activities carried out by government agencies involved in crime
investigation and prosecution, national security and the military.

There are a number of additional/specific data processing activities regulated in the
Bulgarian Data Protection Act, e.g.: a data controller or processor may copy an
identity document, a motor vehicle driving licence or a residence document only if
this is laid down in a law. Free public access to any information containing a
personal identification number or a foreigner personal number shall not be provided
unless otherwise foreseen in law. The processing of personal data for journalistic
purposes and for the purposes of academic, artistic or literary expression shall be
lawful when carried out on the ground of freedom of expression and the right to
information while simultaneously respecting privacy. On the other hand, any data
controller shall determine a storage period for the personal data of candidates in
staff selection procedures which may not be longer than six months, unless the
applicant has given consent for a longer period of storage. The processing of
personal data for the purposes of the National Archive Funds of the Republic of
Bulgaria shall be processing in the public interest. The processing of personal data
for humanitarian purposes by public bodies or humanitarian organisations, as well
as the processing in cases of disaster within the meaning of the Disaster Protection
Act, shall be lawful. Articles 12 to 21 and Article 34 GDPR shall not apply in this
case. Under Croatian GDPR Implementation Act, certain GDPR Articles relating

18 However, certain restrictions to processing are provided in sector-specific legislation, e.g., in the
healthcare sector and for the processing of credit information.
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to data subjects’ rights and data controllers’ related obligations do not apply to
processing for official statistical purposes.

Czech law contains exceptions from the requirement on purpose compatibility
assessment (Article 6 para. 4 GDPR) for protected interests, unless stated otherwise
by the legislator, if the further processing is necessary and adequate for the
fulfilment of an obligation or performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller.

Danish Data protection act contains especial requirements regarding data
processing for specific purposes (e.g. research, statistics, investigations, health
research etc.).

France rules regarding data protection maintains the former exception regarding
the temporary copies made in the framework of technical activities of transmission
and provision of access to a digital network, for the purposes of automatic,
intermediate and temporary storage and performed for the sole purpose of making
more efficient the information's onward transmission to other recipients of the
service. The French law also adds a provision regarding the law applicable in cross-
border cases in the exercise of the national margin of manoeuvre.

There exist in Germany a sector specific deviation from GDPR for working
relationships. Special caution is necessary when evaluating, whether consent has
been given freely by employees. There are also some specific uses in Hungary
regarding the enforcement of the rights regarding the data of deceased persons.

In Ireland, as noted before, there are additional levels of protection regarding
consent and processing of data where genetics is concerned. Especial requirements
regarding data processing introduces the Lithuanian law regarding the processing
of personal identification number; and processing of personal data and freedom of
expression and information. Maltese Data Protection Act makes provisions for the
processing of personal data relating to the purpose of exercising the right to
freedom of expression and information, including provisions for the processing of
data for journalistic purposes or for the purposes of academic, artistic or literary
expression, wherein these shall be exempt from compliance with select provisions
of the GDPR.

There is, a particularity regarding consent for the handling of personal data in the
context of employment in Portuguese law. Also, in labour relations the law states
that unless otherwise provided by law, the consent of the worker shall not constitute
a requirement for the legitimacy of the processing of his personal data in some
cases. As regards the processing for archival purposes of public interest, scientific
or historical research purposes or statistical purposes, law provides that consent for
the processing of data for scientific research purposes may cover several areas of
research or be given only for specific domains or research projects, in any case the
ethical standards recognized by the scientific community must be respected. This
clearly includes an option for open consent, which facilitates the development of
research.

Rumanian regulatory framework contains specificities relating processing of
genetic, biometric and health data for the purpose of automated decision-making
or profiling, which is permitted with the explicit consent of the data subject or if
the processing is carried out under explicit legal provisions, with appropriate
measures. On the other hand, if national ID numbers are processed (national
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(iv)

identification number, passport, driver’s license, national health and social security
number) the data controller is obliged to introduce the specific safeguards detailed
in law. In the case of electronic monitoring and/or video surveillance systems
installed by employers, there are also specific criteria for meeting the legitimate
interest requirement. If the processing of personal data and of special categories of
data is necessary for the performance of a task carried out in the public interest, the
controller or third party need to implement the legally require safeguards.
Rumanian law also introduces derogations for the processing of personal data for
journalistic purposes.

Under Slovak legislation the controller may also process genetic data, biometric
data or data concerning to health on a legal basis under a special regulation or an
international binding treaty. Slovenian legislation does not include archiving
purposes in the public interest, scientific or historical research purposes or
statistical purpose as a lawful basis for the processing of this category of personal
data as stipulated in 9 (2)(j) of the GDPR. Additionally, the personal data processed
for historical, statistical and scientific research purposes have to be transmitted to
the data recipient in an anonymised form unless otherwise provided by law or if the
data subject consented in writing for the data to be processed without anonymising.
Pursuant to national legislation, automated decision making cannot be based on the
data subject’s explicit consent.

Slovenian data protection regime is not technologically neutral. Personal Data
Protection Act provides for Sectoral Arrangements, provide specific rules
governing data processing in the following areas: direct marketing, video
surveillance, biometrics, records of entry to and exit from premises, public books
and protection of personal data, connecting filing systems, expert supervision.
Spanish law demands special requirements regarding the processing of health data
and research.

A characteristic of the Swedish data protection legislation is its relationship to
“freedoms of opinion”. “Neither the GDPR nor this Act shall apply so far that they
will infringe upon the or the Freedom of expression Act”. This means that the
Freedom of the Press and the Freedom of expression, as well as the Right of access
to information, which is regulated by the Freedom of the Press Act, suggest a higher
rank than the data protection legislation.

Special requirements to exercise data subject’s rights are also required by national
laws (Austria, Belgium, Bulgaria, Croatia, Czech Republic, Finland, France,
Greece, Italy, Latvia, Netherlands, Poland, Slovenia, Spain, Sweden). Most of them
related to the conditions for restriction/derogation of such rights. Thereby, within
the domain of national security and cybersecurity, the data subject’s rights to access
and correction are limited in Austria. While, biometric identification data like
fingerprints or DNA profiles may only be deleted on the subject’s request if legal
reason for their elicitation is the data subjects’. Otherwise, the data can only be
deleted ex officio. The data subject is also barred from access to their biometric
identification data. When processing personal data for research activities, the
Austrian law also allows to restrict the data subject’s rights codified in Art 15-18
and 20-21 GDPR if exercising these rights may seriously impair the processing
purposes. The Belgian Data Protection Act have certain particularities regarding
data subjects’ rights. This is the case when the data subject rights are exercised
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before some entities' or before other data controllers that have shared, directly or
indirectly, data with those entities, the request will be relayed to the Belgian DPA
to be processed. In certain situations, it shall be necessary the intervention of the
Belgian DPA to determine if the data subject can exercise her/his rights. Finally,
“where the personal data are mentioned in a judgment or judicial file, or are
processed in the context of criminal investigations and proceedings, the rights
referred to in Articles 12 to 22 and 34 of the Regulation shall be exercised in
accordance with the Judicial Code, the Code of Criminal Procedure, the special
laws governing criminal procedure and their implementing decrees”. Bulgarian
Data Protection Act, implements the derogations and restrictions of the data
subjects’ rights envisaged in Article 23 GDPR, buat also the procedure for the
exercise of such rights. Under Croatian GDPR Implementation Act, certain GDPR
Articles relating to data subjects’ rights and data controllers’ related obligations do
not apply to processing for official statistical purposes, including the: access right
(Article 15, GDPR); rectification right (Article 16, GDPR); processing restriction
right (Article 18, GDPR); objection right (Article 21, GDPR). These restrictions of
data subjects’ rights should be limited to situations where restricting data subjects’
rights is strictly necessary to achieve the official statistical purpose and permitting
data subjects to exercise their rights may hinder or impede achievement of the
purpose. Under Czech law, certain data subject’s rights may be limited. The
exercise of the rights under Articles 12 to 22 GDPR may be limited or postponed
in a necessary and reasonable scope in order to ensure realisation of the protected
interests. Danish national law contains a number of restrictions of these rights under
the GDPR and the Law Enforcement Data Protection Act. Fulfilling the data
subject’s rights is always the main rule in Finland. If the data controller declines
the data subject’s request, there must always be a legal basis for the rejection. In
addition to the GDPR’s exceptions to the data subject’s rights, the Data Protection
Act includes certain limitations to the data subject’s rights. French law provides a
special requirement for the right to access, to rectification and to erasure for the
processing implemented by public or private authorities in charge of a public
mission of control and enforcement of taxes. The French DPA should assess
whether the data subject can access to his data without jeopardising the public
security, the defence or State security. National law also provides the right to the
data subject to choose to have direct access to his Health processing or an indirect
access through a physician. Greece law introduces limitations to the exercise of the
data subject rights, when their exercise in the case of processing for scientific or
historical research or statistical purposes might seriously impede those purposes.
For the same reasons, Art. 15 GDPR right of access by the data subject does not
apply when the personal data are necessary for scientific purposes and the provision
of information to the data subject would require disproportionate effort.
Conditioned limitations to the application and exercise of rights are introduced in
several provisions. As far as data subjects’ rights are concerned, Article 2 undecies
of the Italian Data Protection Act illustrates whereas they can be limited. In
particular, in case of interests protected under legislation, or to protect extortion
victims, in case of parliamentary committees of inquiry; in case of activities carried
out by a public entity, which are not economic public bodies, but that are based on

19 Indicated in Title 3 Intelligence and security services, armed forces, entities that provide classification and
security clearances, security certificates and security recommendations, the Coordination Unit for Threat
Assessment and the Passenger Information Unit.
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the express provision of law, for exclusive purposes related to monetary and
currency policy, to the payment system, to the control of intermediaries and credit
and financial markets, as well as to protect their stability; or to protect the whistle-
blower under the Legislative Decree 179/2017. National law cancels the right of
access in case the request is aimed at archives in some cases, and, such request is
not sufficiently detailed resulting in the unreasonability of carrying out the request
in Netherlands. Some other provision cancels the effect of art. 15 (access), 16
(rectification), 18 (restriction) and 19 (notification obligation) of the GDPR in the
context of public registries. Slovenian juridic corpus regulate the procedure to
exercise the Right of the data subject to information and the Right to supplement,
correct, block, erase and to object. Both rights may in exceptional circumstances
be restricted to the extent necessary to achieve the purpose for which the restriction
was provided by law. In Spain, exceptions are applicable when processing of
personal data for the purpose of health research, and in particular, biomedical
research. For the purposes of Article 89.2 GDPR may be exempted from the rights
of access, rectification, limitation of treatment and opposition, when: a.) They are
exercised directly against researchers or research centres using anonymised or
pseudonymised data. b.) The exercise of such rights concerns the results of the
research. c.) The research has an essential public interest related to State security,
defence, public security or other public or general interest objectives, provided that
in the latter case the exception is expressly covered by a rule with the rank of law.
There are also Limitations to certain rights and obligations, to the right of
information and the right of access to information in Sweden.

No special requirements are in place to exercise data subject’s rights in Cyprus,
Estonia, Ireland, Lithuania, Luxembourg, Malta, Rumania, Slovakia. In Hungary
sector specific legislation may contain explanatory regulations in this regard, but
codification followed GDPR in general. The same occurs in Germany there are not
especial requirement data protection law; but in some areas of law specific rights
stemming from parallel norms supplement the data protection legislation like
German Civil Code (specific provisions for medical doctors) or in the domain of
national security, cybersecurity and policing, where the rights to access, correction
and deletion may be limited for purposes of national security in accordance with
directive (EU) 2016/680.

2.1.3 Minors, sensitive data and other additional categories of data

(@)

Additional rules beyond the ones enforced by the GDPR for processing special
categories of personal data (e.g. sensitive data or data of legal persons/entities),
are placed in national laws (Austria, Belgium, Croatia, Cyprus, Denmark, Estonia,
Finland, France, Slovakia).

In a disaster situation, in Austria, the data subject’s personal data (including
special categories), in particular their likely location, may be given to close
relatives like parents or kids. For the use of biometric data by police forces see
answers to previous questions. The Belgian Data Protection Act has states that the
following purposes shall be considered as substantial public interest: (i) defend
and promote human rights and fundamental freedoms by entities incorporated for
that purpose and authorised by the King; (ii) activities carried out by the
‘Fondation pour Enfants Disparus et Sexuellement Exploités’; and (ii1) activities
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carried out by associations with legal personality or foundations whose principal
legal objective is to assess, supervise and treat persons whose sexual behaviour
can be qualified as an offence and which, for the purpose of achieving that
objective, are approved and subsidized by the competent authority. In connection
with the last purpose, those entities cannot process genetic or biometric data for
identification purposes. The Croatian GDPR Implementation Act includes
additional requirements applicable to video surveillance of residential buildings
and public areas. In Denmark, Various acts and strategies regulating e.g., the
health sector, criminal enforcement, social security, education etc. now include
specialized rules on the processing and exchange of personal data in these
particular sectors. These all built on the general Danish data protection legislation
and GDPR. There are also special rules in the Data Protection Act about credit
information agencies, as well as rules about processing for the purpose of warning
others against having a business relationship with or accepting employment with
a data subject (“warning lists”), apply to data about legal persons as well. The
Estonian data protection law contains additional requirements for journalistic
purposes, processing for the purpose of academic, artistic and literary expression,
processing of personal data for needs of scientific and historical research and
official statistics, data processed for the purpose of archiving in the public interest,
processing of children’s personal data for provision of information society
services; processing of personal data after death of data subject; processing of
personal data in connection with violation of obligation; and processing of
personal data in public places. Finland Data Protection Act concerns the
processing of special categories of personal data, implementing the Article 9(1)
of the GDPR. It contains guidance on when article 9(1) does not apply and
regulates appropriate safeguards. These situations include insurance institutions
processing certain health data, processing of data concerning trade union
membership when necessary, and processing by a healthcare service provider
when arranging or producing services; processing by a social welfare service
producer when arranging or producing services or granting benefits, processing in
anti-doping work and sports for persons with disabilities when necessary,
processing for scientific, historical or statistical purposes, and processing of
research and cultural heritage materials for archiving purposes in the public
interest, with the exception of genetic data. Further, the Act on the Processing of
Personal Data in Criminal Matters and in Connection with Maintaining National
Security (“CFDPA”) contain provisions on processing of special categories of
data. The French law contains several provisions regarding the processing of
sensitive data). In addition, sets out how the national identification number can be
processed; details the authorities and entities, which can process personal data
relating to criminal convictions and offences; introduces the possibility of legal or
natural persons to process these data in order to prepare or exercise a judicial
action as a victim and to enforce a decision; adds the re-users of public
information such as the judicial decisions facial recognition. In Hungary there are
additional rules regarding criminal personal data and processing for law
enforcement purposes. The Slovak Act on data protection provides that the
prohibition to process special categories of personal data shall not apply if:
processing is necessary for the purpose of carrying out the obligations and
exercising specific rights of the controller or of the data subject in the field of
public health insurance in accordance with special regulation; processing is
carried out in the course of its legitimate activities by a not-for-profit body
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providing services of general utility, political party or movement, trade union
organisation, recognised religious denomination or religious society, and on
condition that the processing relates solely to their members or to those natural
persons who have regular contact with them in connection with their purposes and
that the personal data are not disclosed to the recipient without the written or
otherwise reliably provable consent of the data subjects; processing is necessary
for preventive occupational medicine, provision of healthcare and services
relating to the provision of healthcare, or for the purpose of public health
insurance, where such data are processed by healthcare provider, health insurance
company, person providing services relating to healthcare provision, or person
conducting surveillance over healthcare and the qualified authorised person on its
behalf who is bound by the confidentiality obligation with regard to the
information he or she has learned during his or her activities, and by the obligation
to adhere to the principles of professional ethics; processing is necessary for social
insurance, social security of policemen and soldiers, for provision of state social
benefits, allowance in support of social integration of individual with severe
disability into society, provision of social services, taking the measures under
social and legal protection of children and social guardianship, or for provision of
help in poverty, or the processing is necessary for purpose to meet the obligations
or enforce the rights of controller responsible for processing in the area of labour
law and in the area of employment services, if the controller is requested to do so
under special regulation14) or under international treaty binding upon the Slovak
Republic; processing is necessary due to public interest in the area of public
health, or to safeguard high quality and safety of health care, drugs, dietetic foods,
or medical devices based on this Act, special regulation, or international treaty
binding upon the Slovak Republic laying down appropriate and specific measures
to protect rights of the data subject, particularly the confidentiality obligation
[Section 16 (2) of the Personal Data Protection Act]. In Slovenia, There are
specific rules on protection of personal data of deceased individuals.

Norms about the processing of health and genetic data Have been established in
Portuguese law. Specifically, when processing is necessary for the purposes of
preventive or occupational medicine, for the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or
treatment or the management of health or social care systems and services on the
basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred in law;
processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high
standards of quality and safety of health care and of medicinal products or medical
devices, on the basis of Union or Member State law which provides for suitable
and specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy. addition, the Portuguese juridic frame contains
several regulations regarding categories considered by the GDPR as special data
(Article 9 GDPR): (a) Law n. 12/2005, of 26 January, on personal genetic
information and health information; (b) Law n. 5/2012, of 23 January, which
regulates the requirements for personal data processing for the creation of
nationwide files containing health data using information technology and within
the framework of the National Health Service; (¢c) Law n. 53/2017, of 14 of July,
which creates and regulates the National Cancer Registry; (d) Law n. 26/2016, of
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22 August, which approves the regime for access to administrative and
environmental information and for the reuse of documents, transposing Directive
2003/4 / EC of the European Parliament and of the Council of 28 January 2003
and Directive 2003/98/EC of the European Parliament and of the Council of 17
November. (ii) Are there any special rules when processing personal data of
children? At what age can a minor provide consent according to your regulation?
According with Article 16/1 of Law 58/2019, from the age of 13 people are
entitled to give their free, specific, informed and explicit consent, without the need
of any other consent from the parents or other legal representative. The Swedish
Data Protection Act states that when offering the information society services
directly to a child living in Sweden, processing of personal data should be
permitted with the support of the child's consent, if the child is at least 13 years of
age. If the child is under 13, such processing should be allowed only if consent is
given or approved by the parent who has parental responsibility for the child.

Additional rules are not laid down in the Bulgarian data protection law, but in the
copious sectoral legislation, such as Act on the Protection of Trade Secrets; Health
Act; Ordinance on the conditions and procedures for occupational medicine; The
Health Insurance Act; The Insurance Code; The Bulgarian Electoral Code; Act on
Religious Beliefs; and the Act on Electronic Communications. Additional
requirements in data protection in Croatian law encompasses the processing of
personal data by the Courts or the House of Representatives; processing of genetic
and biometric data for the purposes of health and life insurance, which are
forbidden. Protection of sensitive personal data are also to be found in the legal
framework establishing the national health system of Cyprus. It is also worthy to
mention that a person under the national law includes the legal person. The same
direction has been taken by German law, where legal tradition considers other
types of information as particularly sensitive (besides those included in the data
protection law). For Telemedia personal data collected from minors e.g. for
purposes of age verification and other means, must not be used for commercial
purposes; German Criminal Code contains regulations for professional secrecy
for specific professions such as physicians, psychiatrists, attorneys, tax
consultants relying on a particularly well protected trust-relationship between
patient/client/customer and the professional; the German social security law
provides for another sectoral protection of personal data. specific regulations are
in Social Security Act 10 and in the respective acts for e.g., welfare, public health
insurance, or public pension insurance. This specific protection of data processed
by social security agencies is not limited to personal data and the protection of
natural persons. It rather explicitly extends also to other types of data and
information related to legal persons. In Ireland there are additional levels of
protection regarding consent and processing of data where genetics is concerned,
under the ongoing 2005 Disability Act. Decree of Ministry of Health and Ministry
of Social Affairs on the Procedure for a Minor's Participation in Biomedical
Research in Lithuania, establishes rules for child -younger than 12- consent.
Additional rules in Netherlands provides exemptions from the prohibition to
process special categories of personal data for medical personnel, insurers,
attorneys are professionals that work under a Non-Disclosure Agreement. The
Wet politiegegevens provides a number of additional rules to the processing of
special categories of personal data with regard to authorisations, automated
search, retention, distribution to third parties.
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V)

No additional rules are placed in this regard the Czech, Latvian, Luxembourg,
Malta, Poland, Romania, Spain and Greece’s laws.

There are special rules in many domestic data protection acts relating processing
of children’s personal data. The age from which minors can grant a valid consent
also varies from country to country (see table below). The Belgian Data Protection
Act has distinct rules when “(...) the processing of personal data related to children
in relation to the offer of information society services directly to a child is lawful
where the consent has been given by children who are at least 13 years old. Where
the processing concerns personal data of a child below the age of 13 years, such
processing shall be lawful only if that consent is given by the child’s legal
representative.” Croatian GDPR Implementation Act, to ensure minors privacy,
when Agency publishes opinions and resolutions that refer to minors, the
information applicable to them are anonymized. In Denmark children are subject
to specific protection especially with regard to use of personal information for
marketing purposes, for personality or user profiles and when they use services
that are aimed directly at children. French law also adds some specific rules
regarding the modalities of minor’s consent, like an obligation of dual consent
(consent from the minor under 13 years to 15 years of age and the consent of the
holder of the parental responsibility of the child). There are also some specific
rules regarding the health data of the minors. There are child-specific protections
attached to some of the Irish data protection law provisions, which organisations
must take into account. Minors do not need to be asked for consent in the case they
ask for help from non-commercial advisory services in Netherlands. In Slovakia,
concerning the processing personal data of children, the prohibition to process
special categories of personal data shall not apply if processing is necessary for
provision of social services, taking the measures under social and legal protection
of children and social guardianship. Some of the special rules are in Spain data
protection law: (a) Data controllers and processors must appoint a DPO in the case
of sports federations when they process data on minors. (b) When the use or
dissemination of images or personal information of minors in the digital
environment could imply an illegitimate interference with their fundamental
rights, the intervention of the Public Prosecutor's Office will be determined, who
will urge precautionary and protective measures in accordance with the Law on
Protection of Minors. (c) A draft law is planned to guarantee the rights of minors
in the face of the impact of the Internet in order to ensure their safety and to combat
discrimination and violence through new technologies.

In Bulgaria, special provisions regarding minors’ consent must be found in the
Child Protection Act. Something similar occur in Finland, where the age limit of
13 years applies to consent given in relation to information society services
offered directly to a child. Nonetheless, if a consent needs to be obtained for the
processing of any other nature, the applicable age of consent is determined in
accordance with the general rules of the Finnish Act on Child Custody and Right
of Access. In Germany, for other purposes than services of the information
society, minors” consent requires sufficient maturity in the sense that the minor
can understand the implications of the consent given. This comprises the general
capacity to understand the implications of such types of transactions as well as the
implications of the specific case. The maturity is to be evaluated on a case-by-
case basis. In addition, the consent and the information about the processing
provided must be concise, understandable and comprehensible specifically in
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relation to the age und maturity of the minor asked for consent. Lithuania Decree
of Ministry of Health and Ministry of Social Affairs on the Procedure for a Minor's
Participation in Biomedical Research, No. V-235/A1-83 (2016) establishes that a
child younger than 12 who can understand the information shall be informed
orally about the biomedical research. A child younger than 12 may also be
presented with a consent form for participation in biomedical research. Its text is
adapted to the child. Regarding to general child's consent for processing his or her
personal data, the Act of 23 of April 1964 of the Civil Code shall be in use in
Poland. In the same cord Article 41 of the Romanian Civil Code regulated the
limited exercise capacity.

No specificities have been reported in this regard in Austria, Czech Republic,
Hungary, Luxembourg.

‘ Country
Austria
Belgium
Bulgaria
Croatia

Cyprus

Czech Republic

Denmark

Estonia
Finland
France

Germany

Greece
Hungary
Ireland
Italy
Latvia

Lithuania

Luxembourg

Malta
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Age of consent

14 years old

At least 13 years old
14 years old or above.
16 years old

Over 14 years old

15 years old

13-year-old for Information Society services, other
types of services require an individual assessment. As
a general rule, the Danish Data Protection Agency
states that children older than 15 can provide consent.

At least 13 years old
At least 13 years old
15 years old

Minors must either be 16 years of age or have a
consent by the holder of parental responsibility

15 years old
16 years old
16 years old
14 years old
13 years old
Child older than 14 years o
16 years old

13 years old, for processing by or on behalf of
information society services; and

16 years old, for processing personal data of students.

42



Data protection in EU: Comparative Study of National Reports

Netherlands 16 years old
Poland 16 years old
Portugal 13 years old
Romania 16 years old
Slovakia 16 years old
Slovenia 15 years “or more”
Spain over 14 years of age
Sweden at least 13 years old

Age of consent for services of the information society

(i)

There are no other vulnerable individuals identified in Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Estonia, Finland, Greece, Hungary,
Luxembourg, Poland, Portugal, Romania, Slovakia, Slovakia, and Sweden laws,
beyond the categories settled down in GDPR.

French personal data protection law contains elements on incapable adults
regarding who can be the recipients of information regarding their Health Data,
or who can give an explicit consent to processing of genetic data (Public Health
Code). The DPA made some recommendations on the geolocation of the elderly
or disabled people. Furthermore, 8 categories of processing involving vulnerable
individuals are included in the list of processing which required a DPIA. The
Republic of Lithuania Law on Protection of Personal Data found particularities of
employees’ data processing. Maltese legislation includes provisions for
processing sensitive data beyond article 9 of the GDPR, namely personal,
including sensitive personal data, may be processed by any person entitled to do
so for the purpose of implementing the General Elections Act and Local Councils
Act. In Netherlands, individuals under guardianship enjoy the same provisions as
minors. Persons with disabilities are referred to as "particularly vulnerable
groups" in Spanish.

Out of the wording of the data protection law the Danish Data Protection Agency
has published various guides, that extend the definition of vulnerable individuals
to mentally ill persons, asylum seekers, etc. Employees are also considered as
vulnerable when they are asked for consent by their employers. In particular, as
far as surveillance is concerned (Workers Act). German civil law, as also common
in other jurisdictions, requires protection of anyone incapable of making informed
decisions on which to base declarations of will. In Ireland is necessary to resort to
National Consent Policy (2019) Health Services Executive (HSE) and Research
Ethics Committees. In Italy another vulnerable category refers to workers. In
particular, as far as surveillance is concerned, (Workers Act n. 300/1970).
National regulatory framework in Latvia recognizes other vulnerable person
groups such as families with three or more children, one-parent families, people
with disabilities, persons over working age, 15-25 age group, persons released
from prisons and others depending of relevant normative act of national level.
Lithuania Law on Ethics of Biomedical Research sets requirements for the
protection of vulnerable subjects.
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2.1.4 Deceased individuals and personal data

(@)

Every legal system contains rules that determine who its subjects are and to what
extent they have legal capacity. In the European countries with a Roman tradition
and inspired by the French Civil Code of 1804, legal personality, which implies
being the holder of rights and obligations as well as the capacity to act in legal
transactions, is acquired at birth and extinguished at death. However, once legal
personality has been extinguished, most continental legal systems still allowing
the defence of the right to honour, personal and family privacy and self-image of
deceased persons by their relatives or legal representatives. Given that the RGPD
excludes the deceased from its subjective scope of application, and given the lack
of specific rules in several of the Community countries, it is here where the bases
for possible legal protection of the personal data of deceased natural persons can
be found. This is the case in Austria, the Czech Republic, Finland, Greece, Latvia,
Lithuania, Netherlands Ireland, or Poland whose data protection laws do not
contain specific clauses on this matter. In Cyprus Law 141(1)/2002 includes
provisions regarding the civil registry, provides that a registry of deaths is being
kept in each district. The information therein may be altered or corrected
following a specific procedure, however, there is no provision for the erasure of
such data as “a right to be forgotten”. Under the Czech jurisdiction remains
primarily applicable the legal framework for post mortal protection of personality
rights pursuant to the Czech Civic Code which stablishes that any close persons
of the deceased individual are empowered to protection of his personality rights.
Under German law, the fundamental right to human dignity is understood to entail
a core that requires post-mortem protection. In particular the reputation of the
deceased is protected from being degraded or humiliated. The surviving relatives
have their own rights where their dignity or personality rights are affected. Where
the reputation of the deceased can be considered to be a financial asset, these parts
of the personality right are inherited and heirs may claim damages and/or obtain
an injunction to refrain from further infringements. Also, regulations of
professional secrecy do not end with the death of the bearer. Where personal data
is processed for archive purposes, the Archival Laws on federal and state levels
regulate the access to information after the death of a person. Details vary but
generally, information has to be kept confidential for a minimum of 30 years after
a file has been created. Additional time periods are prescribed in other laws. For
example, the Federal Archive Act requires confidentiality for a minimum of 10
years after the death of a person, or if the date of death is unknown, 100 years
after the birth of the person or subsidiarily 60 years after the files were created.
Similar regulations are found in the archival laws of the federal states, partly
stipulating different time periods.

As recital 27 clarifies, the GDPR does not apply to deceased individuals not even
with regard to the processing of data for archiving or historical research purposes.
Nonetheless, it leaves open the possibility for Member States to lay down
particular rules in this regard. This authorisation has been used by the legislators
of some member states. The result, however, is quite disparate protection across
the Community's geography.

The Danish Data Protection Act, and according it GDPR, for example, can be
applied to data of deceased persons for a period of 10 years following the death
of data subject. In contrast, in France, national data protection stipulates “a digital
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will” regarding the use of the personal information of the data subject after death.
In this sense, the data subject can give general guidelines for the storage of all his
or her personal data to a third person certified by the French’s data protection
authority. The data subject may also give some particular guidelines to the
specific responsible person regarding the processing of his or her personal data
after his or her death, by giving specific consent. Where there are no guidelines,
the heirs may exercise the rights of the data subject, where necessary for the
organisation and settlement of inheritance rights; for the controller to take into
account the death of the data subject. The heirs may close the data subject's user
accounts, object to further processing or request an update of the accounts. The
French regulations also establish that the information regarding the deceased,
including the causes of death, may be processed for reasons of research, studies
and evaluation, in the area of Health, except if the data subject opposed it during
his/her life.

Halfway between Denmark and France, Hungary’s Privacy Act, deceased data
rights may be enforced, within five years of the data subject death, by a person
authorised through an administrative disposal or a declaration made at the
controller and incorporated in a public deed or a private deed of full probative
value. If the data subject has made more than one declaration to the same
controller, the latest one will be taken into account.

In Italy, the Data Protection Act states that data subjects’ rights can be exercised
by those who have a personal interest, or behave to protect the deceased data
subject, on his behalf, or for family reasons that shall be protected, unless the
data subject has expressly forbidden it. Any way this prohibition shall not affect
third parties’ economic interests as well has the right to defence.

Portuguese legislation, for its part. extends the RGDP scope of application to
deceased persons. The particularity of this legislation is that it does not protect
all the personal data of the deceased, but only those that fall under the special
categories of personal of Article 9 (1), or involves intimacy; privacy, image or
data relating to communications, except as provided for in paragraph 2 in the
aforementioned article. The corresponding rights may be exercised by those has
been designated for the data subject, in their absence, by the heirs of the deceased.
However, the data subject may also prevent the exercise of such rights after their
death, under the applicable legal terms.

Personal data of deceased persons is protected by Slovenian law. Such data may
be shared with the first or second order legal heir of the deceased, if the latter
demonstrates a legitimate interest in the use of the personal data and the deceased
did not prohibit the provision of such personal data in writing. In addition, data
processing may be permitted by law or, if necessary, for research/statistical
purposes. In particular, persons who, under the law governing inheritance, are the
first or second order legal heirs of the deceased, may prohibit in writing the
provision of the deceased's data, unless otherwise provided for by law.

For its part, the Spanish Data Protection Act establishes that persons linked to the
deceased for family or de facto reasons or their heirs may request access to their
data, as well as their rectification or deletion, always subject to the instructions
of the deceased, if any.
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2.1.5 Accountability and Data Protection Impact Assessment

(@)

Does national regulation introduce further provisions related to general
accountability? Any particular requirements? Any specific procedures?

There further provisions related to general accountability in Austria, within the
domain of security and cybersecurity. In Cyprus despite the individual provisions
of any other act on the protection of personal data, the data protection officer ought
to fulfil his/her obligations for privacy and confidentiality. Czech law expressed
an authorisation to process personal data. Controllers may process personal data
where it is necessary for compliance (a) with their legal obligation stipulated by
law; or (b) with a task carried out in the public interest or in the exercise of official
authority vested in the controller. Furthermore, there are a waiver of
administrative punishment for breaching the obligations under GDPR for Czech
public authorities and bodies (pursuant to Article 83 para. 7 GDPR, Additionally,
Czech law also contains a similar waiver of administrative punishment for
breaching the ban on disclosure of personal data imposed by another legal
regulation. Hungary’s Privacy Act supplements GDPR requirements, in the
context of processing operations within the processor’s scope of activity. In this
sense, the data subject may seek judicial remedy against the controller or the
processor in some cases provided by low. There is also the duty of the data
controller to keep records and logbook of its activities either as a controller or a
processor. The Irish Data Protection Act outlines procedure of accountability of
the Commissioner for Data Protection to Oireachtas Committees (Irish
Parliamentary Committees for, amongst other things, oversight). In Luxembourg,
in case of processing personal data for research, a controller has to justify and
document why safeguards as listed in the law are not implemented. Specific
provisions in Spain affect: electronic identification for public administrations, the
register of processing activities which is compulsory for public bodies and public
law entities or public universities; and regard to the blocking of data. It is stated
that the data controller is obliged to do so when rectifying or deleting the data.

In Denmark, the Minister for Industry, Business and Financial Affairs launched a
labelling system for IT-security and responsible data use. The French Data
Protection Authority (CNIL) adopted a list of 14 categories of processing for
which a DPIA is compulsory. This institution also has issued a list of categories
of processing for which a DPIA is not required (see French report below). In the
same direction, the Information and Data Protection Commissioner of Malta has
the power to draw up a list of “high risk” processing activities which would be
subject to an impact assessment. Meanwhile the Portuguese data protection
authority disseminates a list of data processing types for which prior impact
assessment is not required. This does not prevent controllers from making a prior
impact assessment on their own initiative.

There is an Ethical Review Authority with the task to carry out an ethical review
of processing of personal data for research purposes in Sweden. In the security
field there is an oversight body concerning the Security Service’s processing of
personal data.: The Swedish Commission on Security and Integrity Protection.

There are no general requirements in relation to accountability in Bulgaria, but
specific additional accountability obligations are envisaged in the Data Protection
Act with regard to large scale systematic monitoring of publicly accessible areas
and the accountability of employers. There is no national specificity in Romanian
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(i)

law, except the list of operations for which it is compulsory to carry out the impact
assessment on the protection of personal data.

No further provisions related to accountability are stablished in Belgium, Croatia,
Estonia, Finland, German, Greece, Latvia, Lithuania, Netherlands, Poland, and
Slovenia.

Are data protection impact assessments requirements specified by your national
regulation? Any particular requirements? Any specific procedures? Any specific
reference to data processing in research?

Austrian regulation containing criteria when a privacy impact assessment has to
be carried out in any case e.g.: classification or profiling of natural persons based
on their locations, and monitoring of public space using video or audio recordings
by security forces. There also exists a regulation specifying which data processing
activities do not require a privacy impact assessment, this includes scientific
research and statistical purposes. For data processing in research, the scientific
institution has to appoint a data protection officer if data from public registers like
the database of medical records is desired. If no special categories of personal data
(Art 9 GDPR) are processed, data controllers are explicitly not required to perform
a data protection impact assessment. The Belgian Data Protection Act stipulates
that, even if a prior data protection impact assessment was done when passing the
legislation that serves as legal basis, a data protection impact assessment must be
carried out when the processing is based on Articles 6.1.c or 6.1.e, and it must be
considered at high risk under Article 35 GDPR. There are other requirements in
connection with data processing activities carried out by competent authorities for
the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security; also, in processing activities
conducted by intelligence and security services. In the case of data processing in
research, Belgian Data Protection Act indicates that a data protection impact
assessment, if necessary, according to the requirements set forth by the GDPR,
shall be considered as a general safeguard as required by Article 89 of the GDPR.
Law in Cyprus includes several references to the requirements for data protection
impact assessment (arts. 10-13; 18). This includes, among others, cases of
intersectional registries between governmental authorities, when it relates to
special categories of personal data or personal data related to criminal records or
the ID number of a person is going to be used, and transfer of special categories
of personal data to a third country or an international organisation. In these cases,
a data protection impact assessment as well as prior consultation with the
commissioner is required. In Finland, when special categories of personal data or
data relating to criminal convictions and offences are processed for scientific or
historical research or statistical purposes and the controller decides to restrict the
rights of a data subject under the provisions of Section 31 of the FDPA, a data
protection impact assessment must be conducted or applicable Article 40 of the
GDPR “Codes of Conduct” be complied with. In case a data protection impact
assessment is conducted, it must be submitted to the Office of the Data Protection
Ombudsman at least thirty days before commencing the envisaged processing.
The Decree of the Office No. 158/2018 Coll. on procedure for Data Protection
Impact Assessment provides certain rules in relation to how controllers should
carry out the Data Protection Impact Assessment in Slovakia. The Decree does
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not contain list of processing operations which are subject to the requirement for
a data protection impact assessment as envisaged in the article 35 (4) of GDPR.
There is no any special reference to data processing in research under Slovak Act.

Bulgarian Data Protection Act does not envisage any additional requirements for
Data Protection Impact Assessment (DPIA). However, additional circumstances
where DPIA must be done are envisaged in a list prepared by the CPDP and
approved by the EDPB in accordance with the consistency procedure.
Commercialization of data. Similarly Czech data law contains no particular
provisions with specification of the DPIA requirements beyond the wording of
GDPR or the directive 2016/680. It merely contains the aforementioned
exception, whereas a controller need not carry out assessment of the impact of
data processing on personal data protection prior to commencement of personal
data processing if such data processing is required by the legal regulation. Czech
DPA issued national guidelines for DPIA. There are not specific references to data
processing in research. Also, the Danish Data Protection Agency has published a
guide specifying when DPIAs should be conducted. As already have been said the
French Data Protection Authority (CNIL) adopted a list of 14 categories of
processing for which a DPIA is compulsory. This institution also has issued a list
of categories of processing for which a DPIA is not required (see French report
below). The German data protection authorities propose the “Standard Data
Protection Model” (SDM) as the methodology to conduct DPIAs. There are some
guidelines in place issued by national data protection authority in Latvia. In
Lithuania the Director of State Data Protection Inspectorate order “On the
Approval of the List of Data Processing Operations to the Requirement to Perform
Data Protection Impact Assessment”. A guidance on DPIAs was published on the
webpage of the supervisory authority including a template to ask for a consultation
in Luxembourg. In Malta, the Information and Data Protection Commissioner
(IDPC) has the power to draw up a list of “high risk” processing activities which
would be subject to an impact assessment. Such list has been compiled after
considering the guidelines on DPIAs that were adopted by the WP29, and
subsequently endorsed by the European Data Protection Board ('EDPB'). The
Polish Supervisory Authority established and made public a list of the kind of
processing operations which are subject to the requirement for a data protection
impact assessment. The list has been updated in line with the European Data
Protection Board advises, and also covers processing activities which are related
to the offering of goods or services to data subjects or to the monitoring of their
behaviour in several Member States, or which may substantially affect the free
movement of personal data within the European Union. A similar list has been
issued in Portugal through Regulation 1/2018, of November 30, 2018. In Slovenia,
the Information Commissioner has set out specifics in the guidelines on DPIA
(which is the benchmark used to assess DPIAs carried over by personal data
controllers in the public and private sector). There are guidelines on DPIA issued
by Spanish data protection authority. A list has been adopted by the Swedish Data
Protection Authority (Datainspektionen) in complying with Art 35.4 GDPR.

There are no special requirements regarding the impact assessments in Croatia,
Estonia, Greece, Hungary, Netherlands, Romania
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2.2  Commercialization of data

2.2.1 General Regulatory Framework

(1)

Very diverse is the regulatory framework for data commercialization’s in EU
countries. This can encompass legislation influence by EU s law like those
regarding “the free flow of non-personal data in the European Union” (Belgium,
Croatia, Germany); “contracts for the supply of digital content and digital
services™ (Belgium, Czech Republic, Germany), “Electronic Communications”
(Denmark, Slovenia). In some cases, references to data commercialization can be
found in data protection laws (Belgium, Croatia, Cyprus, Estonia, France,
Germany, Lithuania, Poland, Slovakia, Slovenia). Mostly this framework is
established in sectoral legislation like such applicable, but not limited, to:
consumers (Austria, Belgium, Croatia, Czech Republic; Finland, Netherlands,
Spain); copyright and neighbouring rights law frames (Belgium, Bulgaria,
Croatia, Estonia, France, Hungary, Luxembourg, Slovenia). General rules
applicable to obligations and contracts must be also listed (Bulgaria, Czech
Republic, Denmark, Estonia, France, Germany, Greece, Portugal, Romania).

No laws applicable to data commercialisation have been reported for Ireland, Italy
and Malta.

2.2.2 Practice

(i)

In practice, does your country allow contracts based on exchange of personal data
for services (for instance, to gain access to an app)?

In general, there are not specific regime for such transactions. Noteless some
particularities in national laws deserve to be outline.

No regulations specific for the contractual exchange of personal data as a payment
for services exist in Austria, Belgium, Romania. There is no legal framework
governing particularly this field in Cyprus either. Therefore, the legality or not of
such a contract would be regarded under the general rules of contract law. In
particular Czech regulation concerning contractual exchange of personal data for
services as a form of payment. Act on Consumer Protection regulates deceptive
trade practices towards the consumer, including also deceptive omissions. In this
context an omission of information regarding the exchange of personal data for
the provided services may constitute a deceptive trade practice. The particular
assessment and interpretation are, however, dependent on the specifics of the case
and cannot be determined on an abstract level. No specific regulations for the
contractual exchange of personal data as a payment for services exists in Finland.
However, restricting such contracts is possible under the Consumer Protection

20 Both by influence of EU Law, specifically Regulation (EU) 2018/1807 of the European Parliament and of
the Council of 14 November 2018 on a framework for the free flow of non-personal data in the European
Union (the “EU Regulation on Free Flow of Non-Personal Data”), and Directive (EU) 2019/770 of the
European Parliament and of the Council of 20 May 2019 on certain aspects concerning contracts for the
supply of digital content and digital services (the “EU Directive on Contracts of Digital Content and

Services”)
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Act. According to it, companies may not use terms that are unreasonable for the
consumer. For example, according to legal praxis, unclear and misleading terms
may be considered unreasonable. Thus, in Finland exchange of personal data for
services may be forbidden if the contract does not fulfil the requirements of
consumer protection. There is no specific regulation for the contractual exchange
of personal data as a compensation for access to services. However, legislation
about the boundaries of the terms and conditions of a contractual agreement
(formal and material requirements) are specified in the Dutch Civil Code Book
65. no specific regulations for contractual exchange of personal data exist in
Spain. In any case, the entrepreneur must inform the user about the legal terms
and conditions relating to a free product or service, meet the requirements of
electronic sales and the requirements of the Law on information society services
and electronic commerce.

On the other hand, in Bulgaria the principle of contractual freedom allows
contracts to be concluded, if not contravening the mandatory provisions of the law
and good morals (Article 9 of the Obligations and Contract Act). In Slovenia this
practice is allowed only if the individual gives his/her specific consent. Otherwise,
the general rules of civil law could apply. There is not an explicit legal prohibition
of entering into contracts in exchange of personal data and the Bulgarian courts
have not yet proclaimed such practices as contravening the good morals. In line
with the e-Commerce Directive, Article 18 of the Bulgarian e-Commerce Act also
clarifies that its obligations are applicable to providers of free information society
services. In addition, the Consumer Protection Act applies to consumer contracts
for the provision of good and services against remuneration, but also to contracts
for digital content, which is not supplied on a tangible medium, that may be free
and provided in exchange of personal data. Some contractual provisions or data
harvesting practices for collection of personal may be, however, consider
aggressive or presenting unfair contractual terms, so it is still possible to find them
illegal under the applicable consumer protection law. Danish law does not have
any general restrictions on exchanging personal data for services. The main
protection of the consumer will be the GDPR, for example the possibility to
withdraw consent and the right to erasure. Danish law has a general principle of
freedom of contract which also applies to contracts with consumers. However,
Section 36 of the Danish Law on Contracts provides that a contract can be changed
or set aside, in whole or in part, if the contract terms are unreasonable to one of
the parties. The threshold for this is lower in consumer contracts if there is an
imbalance in the rights and obligations of the parties (the business and the
consumer). It is possible that this provision related to unfair contractual terms
could affect certain contracts based on exchange of personal data for access to a
service. In very specific cases, companies are prohibited from receiving certain
types of personal data, even with the explicit consent of the data subject. Insurance
companies are not allowed to receive genetic information (e.g. DNA analysis) that
may reveal predisposition to diseases about their customers. Estonia allows
contracts based on exchange of personal data for services. There is no general
prohibition of such contract in France. In the past, the CNIL gave some advice for
the insurance contract pay as you drive (prior informed consent, limitation of the
collection of data to the purpose of the processing, modalities of storage etc.). No
prohibitions to such contract are found in Hungary legislation. In practice, Italy
allows contracts based on exchange of personal data for services. As well as in
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(iii)

Luxemburg, Malta and Sweden. If such processing is lawful under the GDPR is
allowed under Poland law. Contracts based on exchange of personal data for
services are regulated by Slovak Civil law,

In Germany the common national interpretation is that Art. 7(4) GDPR applies to
this question. It is understood in a narrow manner yet not as a strict prohibition of
exchanging personal data in return for goods or services.

These practices are routinely performed in Belgium in accordance with the EU
Directive on Contracts of Digital Content and Services. Stipulations about the
processing of personal data are routinely contained in the terms of service of
companies in Austria. However, these terms of service are subject to Austrian
consumer protection law and individual stipulations may be struck down on this
basis. In Bulgaria, mostly in the digital space where services are provided for free,
this practice is also rutinary. In Czech Republic, they are routinely contained in
the terms of service of companies. These terms of service are subject to consumer
protection law. Online services in the area of electronic communication (email,
chat) and social media are frequently provided to online users in exchange for
personal data in Denmark. Many online and physical stores have customer loyalty
programs, where information about purchase behaviour is provided (allowed to
be processed) in exchange for discounts or access to other special benefits for
consumers. Car insurance companies regularly offer discounts on the insurance
premium if the insurance customer provides information about his/her driving
behaviour, typically through a data collection device (“black box™) installed in the
car. In Estonia they are also common practices, as well as in Hungary, Italy,
Poland, and Sweden. In Finland, stipulations about the processing of personal data
are routinely contained in the terms of service of companies. However, the
personal data must be processed in accordance with national’s data protection act.
It is still common for people in France to consider that free access to services or
product are the counterpart of giving their personal data. In Germany, these
practices are routinely performed and a broad series of services is based on the
exchange of personal data in return for services. In practice, there are also
contracts based on exchange of personal data for services in Malta. Contracts as
such are very common in Portugal, especially in the field of telecommunications
and insurance policies. In Slovenia, people are exchanging their personal data
with service providers on a daily basis. Practical examples of this practices are in
Spain. The company Privacy Cloud, developed the app (now inactive) We Rule,
as the first company digital data broker for users. In the health field, one of the
best-known is the Aseguradora del Corte Inglés, an insurance company, which
gives bonuses to policyholders who do physical activity.

In Lithuania, the State Data Protection Inspectorate has received a few complaints
about such potentially unlawful processing. Inspectorate does not have the data
whether such activity is happening routinely, but it is informed that it happens
from time to time. According to Netherland report it is no possible to speak of a
practice routinely performed?'.

There are not relevant records about these practices in Cyprus, Latvia,
Luxembourg, Romania, and Slovakia.

21 On the website of the Data Protection Authority only two investigations over personal data in the context
of app services are published. See Netherlands report below.
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(iv)  No specific regulations were identified in EU Member Estates regarding the
remuneration of data subjects if profit is made out of their data.

Special regulations, were identified only in such cases where the personal data
constitute at the same time objects protected by national copyright and
neighbouring rights (Austria, Bulgaria, Czech Republic, Portugal, Sweden).

As well as in the rest of EU’s countries, there are no specific rules on the
remuneration of data subjects if profits are made by the controller in Germany.
Compensation of damages is however foreseen both, by the GDPR (in Article 82)
and by German civil law in the context of the infringement of personality rights.
Where data subjects were not informed about profitable processing, there may be
a possibility to apply the legal concept of “agency without specific authorisation”
that is based on the principles of ‘negotiorum gestio’ in Roman law and thus is
likely to be known in other continental law traditions, too. No case law on the use
of this concept for remuneration of profitable processing of personal data could
be found, however.

The France case is very curios, no specific regulatory framework has been
identified, but there are some very striking initiatives. Some actors such as
Generation libre clearly appeal to a legal clarification and campaign for a real
property right on personal data. Other actors such as Privacy Tech promote self-
data policies by creating tools that the data subject can use in order to clarify the
use and conditions of their data. Privacy Tech is for instance working on Privacy
Icons inspired by the licence Creative Commons. The French Apps WeWard,
proposed to monetise the data location of the data subject. Apparently, if you walk
75000 or 10 000 steps by the day, which is recommended by the World Health
Organisation, you will receive 100 €. The idea is to be paid for receiving adds.

v) They are abundant particular regulations on the secondary use of data in EU
countries. Predominantly, reuse of data is accepted in many countries for
statistical and research purposes (Austria, Bulgaria, Netherlands, Luxembourg??,
Slovakia, Slovenia, Germany, Italy, Finland).

The research purposes mentioned above, are usually connected whit health sector.
Thus, in Germany secondary use of medical data for research purposes is possible
but the data protection related conditions must be met. Legal grounds are spread
across the federal and federal states’ legislation. Research on basis of secondary
use of patient data by hospitals is mainly governed by the Hospital Acts and Data
Protection Acts of the federal states. Further sector specific legal grounds can be
found in the social security legislation, e.g. allowing public health insurances the
secondary use for statistical and epidemiological research. Cancer-registers have
been established in the federal states and on federal level for both epidemiological
and clinical research with the patient data. Legal grounds for transmitting,
collecting and handling of personal data are thus found in federal states and federal
sector specific legislation. In Malta Regulations S.L. 528.10 permit certain
secondary processing of personal data in the health sector, effectively allowing
the processing of health data for purposes other than those for which the personal
data was initially collected for in certain cases by health care professionals. In
Finland, there are an Act on the Secondary Use of Social and Health Data. The

22 Some sectorial laws mentioned the possible use of personal data for research purposes on the public
sector. See report below.
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Act concerns processing social and health data for statistical and scientific
purposes, development and innovation activities, education, knowledge
management, the guidance and supervision of social and healthcare authorities, as
well as authorities’ planning and clearing functions, when the data was originally
gathered for another purpose. In Portugal, there exist regulation about samples
which eventually have associated data in the case of health. In this sense Law
12/2005 of 12 January (Personal Genetic Information and Health Information Act)
in Article 19 no. 6 determines that in the case of retrospective use of samples or
in special situations where the consent of the persons concerned cannot be
obtained due to the amount of data or subjects, their age or other comparable
reason, the material and data may be processed, but only for the purpose of
scientific research or for obtaining epidemiological or statistical data. Spanish
Law on Protection of Personal Data and Guarantee of Digital rights, regulates the
reuse of personal data for health and biomedical research purposes. It specifically
states: "The re-use for health and biomedical research purposes of personal data
lawfully collected prior to the entry into force of this Organic Law shall be
considered lawful and compatible when any of the following circumstances apply:
a) such personal data are used for the specific purpose for which consent was
given. b) having obtained consent for a specific purpose, such data are used for
purposes or areas of research related to the medical or research specialty in which
the initial study was scientifically integrated".

There are also particular provisions on data use in the public sector information
(Bulgaria, Czech Republic, Estonia, France, Poland, Romania). In this regard,
particular Czech legislation are the provisions on open data use of public sector
information under the Act on Free Access to Information. The open data available
for secondary use are provided through the National Catalogue of Open Data. In
Poland the Act of 25 February 2016 on the re-use of public sector information that
implements Directive 2003/98/EC of the European Parliament and of the Council
of 17 November 2003 on the re-use of public sector information. Estonian data
protection act regulates the secondary use of public information. Upon giving
information for public use, the inviolability of the private life of persons,
protection of copyrights, protection of national security, and protection of
business secrets and other restricted information must be ensured. Additionally,
in regards population register, there is particular national regulation. National
regulation of secondary use of data in France concern mainly public data or data
of public interest (Loi n°2016-1321 Loi République numérique). These provisions
explicitly refer to the obligation to comply with the data protection law and the
GDPR. Secondary uses of data based on abusive Term of Uses can be prohibited.
Thus, the French consumer protection can be usefully invoked.

The Central Business Register Act IN Denmark creates a general public access
right to data about business registrations, with some opt-out exceptions. This
allows secondary use of business registration data, e.g. for marketing and business
analytics purposes. The Act on Electronic Communications Networks and
Services allows secondary use of telephone subscriber information since
providers of electronic communication services are required to disclose the data
to anyone who wish to receive it (and is willing to pay the marginal cost of
providing the data). There is no effective purpose limitation for the disclosed
subscriber data, so secondary use is allowed. Secondary use is also possible in
other cases, where personal data is made available to the public or companies,
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(vi)

either through administrative practice or legal provisions. The provisions of
Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14
November 2018 on a framework for the free flow of non-personal data in the
European Union applies directly in Poland.

In Bulgaria the secondary use of objects protected by copyright and neighbouring
rights are regulated.

No particular national regulations on the secondary use of data have been reported
in Belgium, Cyprus, Finland, Greece or Sweden.

Specific protection for metadata or non-personal data have been not issue in
Austria, Estonia, Finland, Hungary, Italy, Latvia, Luxembourg?, Malta®*
Netherlands or Sweden domestic’s laws.

There is no special protection in Lithuania, but metadata or non-personal data are
processed in accordance with this legislation on electronic communication.

In countries where this legal framework exists, it is mainly based on national text
which transposes or implement EU law (Czech Republic, Cyprus, Bulgaria,
France, Greece, Slovakia, Slovenia, Spain). For example, in the Czech Republic,
metadata are regulated only with regard to permissible scope of data retention
under provisions §§ 87-97 of the Act on Electronic Communications. There an
Act on the Access to Spatial Information in Bulgaria which regulates the
establishment, maintenance and use of the infrastructure for spatial information,
securing access to spatial data and rendering services related to data in the field
of the environment or to activities which may have an impact on the environment
by ensuring compatibility and safety in cases of data sharing. Article 1 states that
the infrastructure for spatial information includes metadata, spatial data sets and
spatial data services, network services and technology; agreements on sharing,
access and usage; coordination and surveillance mechanisms. Romania
implemented Directive 2007/2/EC establishing an infrastructure for spatial
information in the European Community (Inspire) under national Law no.
190/2010 (which approves Government Ordinance no. 4/2010). Also, in Cyprus
there is an act that constitutes the harmonization of internal law with Directive
2007/2/EC of the European Parliament and of the Council of 14 March 2007
establishing an Infrastructure for Spatial Information in the European Community
(INSPIRE). The act contains several provisions regarding the handling of
metadata regarding spatial information (articles 8, 9, 12). Other specific
references to metadata can be find in Cyprus’s act wish harmonise internal law
with Directive 2003/98/EC of the European Parliament and of the Council of 17
November 2003 on the re-use of public sector information and Directive
2013/37/EU of the European Parliament and of the Council of 26 June 2013
amending Directive 2003/98/EC on the re-use of public sector information. The
Regulation on the free flow of non-personal data applies (Regulation (EU)
2018/1807 of the European Parliament and of the Council of 14 November 2018
on a framework for the free flow of non-personal data in the European Union) is
appointed in Greece report. Regulation (EU) 2018/1807 of the European
Parliament and of the Council of 14 November 2018 on a framework for the free

23 “Nothing beyond copyright”. See the corresponding national report.
24 However, these issues are addressed in the National Data Strategy:
https://www.mita.gov.mt/en/nationaldatastrategy/Pages/National-Data-Strategy.aspx
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flow of non-personal data in the European Union is listed in Slovak report. In
Slovenia the legal framework for specific case may be regulated in Classified
Information Act; and Electronic Communication Act.

In Denmark, information that is not personal data can be legally protected as
business secrets. Collection of information (databases) may be protected, even if
the individual pieces of information are not protected, see the answer below.
Telecommunications operators are prohibited from saving and processing traffic
and localizing data that is not necessary for the functionality of the electronic
communication service unless the data is anonymized or the customer provides
consent.

Specific regulations on the use of metadata exists for telemedia and
telecommunication in Germany.

2.2.3 Nature of Data

(1)

How does your country classify data? Is it a product/commodity/good or service?
Do you have an additional construct for data?

Usually does not exist in national legal frameworks a classification or category of
data (Austria, Belgium, Bulgaria, Croatia, Czech Republic, Finland, France,
Germany, Hungary, Latvia, Lithuania, Luxemburg, Malta®’, Netherland, Poland,
Portugal, Romania, Slovakia, Spain, Sweden).

Applicable legal regime will depend on the context, nature of the data, the relation
with natural or legal person, etc. Thereby, in Austria data itself is not classified in
any legal category. Depending on the connection to a natural or legal person, it
may fall under different legal regimes. For example, data constituting creative
works by authors is protected by copyright and data pertaining to business secrets
of companies are protected under the act against unfair competition.

In Bulgaria “data” is in principle mentioned in numerous sectoral laws, but there
is no strict definition of its nature except for the definition of ‘personal data’ as
defined in the GDPR and ‘public information/ public sector information’ as
defined in the Act on the Access to Public Information.

In Finland, data is not classified in any legal category. However, data may have a
different nature in different contexts. For example, data containing trade secrets
of companies is protected under the Trade Secret Act (595/2018). On the other
hand, if data is organized in a creative way, it may be protected as a database
under the Copyright Act. The same way data can be subject to the Copyright Act
or Database Act in Netherlands.

Decisions of the Constitutional Court in Hungary are based on the theory of
informational self-determination, linking the right to data protection to individual
dignity and the general personality right. Lithuania does not classify personal data
as good or service or product, etc; data is only considered as person’s right to
private life which is guaranteed to be protected by law.

2> However, the National Data Strategy published by the Malta Information Technology Agency in 2016
mentions the plans for a comprehensive data classification scheme which will cover the main aspects of

enterprise

data  management  (https://mita.gov.mt/en/nationaldatastrategy/Pages/National-Data-

Strategy.aspx)

BoANELFIT

-55-



Data protection in EU: Comparative Study of National Reports

(i)

There is no special data classification foreseen in Latvia. In practice construct for
data may depend on its use in particular circumstances. Data could be considered
as product or commodity or good depending on particular situation. According
with article 202/1 of the Portuguese Civil Code, every object of legal relations is
considered a thing. Since personal data can be object of legal relations, they may
be considered things.

The Danish government has an ongoing strategy for “digital growth”?® where data,
including personal data, plays a pivotal role and described as the “driver of growth
in trade and industry”. The focus is on making non-personal as well as personal
data available and creating new business opportunities based on data. This
corresponds to seeing data, including personal data, as a primary commodity (raw
material) similar to oil.

In Estonia, in different regulations, data is classified as personal data, public data,
environmental data, spatial data, technical data, statistical data, meta data, micro-
data, macro-data, etc. Anyway, the regulations do not specify that is data a
product/commodity/good or service.

Personal data would rather be considered as an aspect of personhood and
personality rights in Greece.

Except for the Sui Generis Right on the protection of databases, do you have a
legislation protecting data in your country (e.g., like copyright)? Are you aware
of any mechanisms to determine the value of data?

Mechanisms to determine the value of data may be found in intellectual property?’
laws, -copyright and neighbouring laws- (Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Finland, France, Germany, Hungary, Italy,
Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Slovenia, Spain,
Sweden). Applicability of these rules will, therefore, depend on the classification
of data as “artistic”, “intellectual and original” work, “trade secret”, etc. Whether
it is possible or not to transfer these rules to another situation’s involving data is

hard to predict.

Beyond that, it is difficult to find specific rules to determine the data’s value. May
be the exception is Hungary, where direct marketers or researchers can obtain
personal data from the citizen registry maintained by the Ministry of Interior. In
the framework of the so called “group data access”, data of persons in a certain
group (age, marital status, etc) can be obtained. The fee for such queries can be
interpreted as “value” of the data; it depends on the media the data transferred on,
the key data of the query, etc®.

26 https://eng.em.dk/media/10566/digital-growth-strategy-report_uk_web-2.pdf

27 Intellectual property is the branch of Law that set the regimen for creation of the mind: inventions, literary
and artistic works, as well as symbols, names and images used in commerce. IP legislation, covers both
copyrights and industrial property -protected by patents, trademarks, trade secrets, etc.-., which allow for
recognition or profit for inventions or creations. However, it is worth noting that a different philosophical
basis exists in support of international copyright regimes. Whilst it is strictly speaking more correct to
discriminate between the Copyright model and the continental author's right model, "Copyright” as is
commonly used in the English language, refers to the two regimes alike, hence we will adopt this tendency
throughout this document.

28 For the table of the fees, see https://nyilvantarto.hu/letoltes/adatszolgaltatas_csoportos_dijai.pdf
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2.3 Security and cybersecurity

2.3.1 General Regulatory Framework

(1) Showing the importance given to this matter in the national space, Security and
cybersecurity legislation abounds in EU countries?’. Often as a result of European
Community law, which has forced the transposition of the Directive on security
of network and information systems, better kwon as NIS Directive®® (Belgium,
Bulgaria, Croatia, Czech Republic, Cyprus, Denmark, France, Germany, Greece,
Italy, Luxembourg, Netherlands, Poland, Portugal, Romania, Slovenia, Spain,
Sweden). Also, the so-called e-Privacy Directive®' (Bulgaria, Czech Republic,
Denmark, Slovenia); Directive 2015/2366% (Bulgaria); Police Directive
2016/680°* (Denmark, Greece); Directive 2018/19723* (Germany). It is possible
to find references to security/cybersecurity in domestic data protection laws
(Austria, Czech Republic, Estonia, France, Ireland, Slovakia, Slovenia, Spain).
The framework if frequently completed by national criminal laws (Croatia,
Denmark, Ireland, Latvia’®, Malta, Netherlands, Portugal, Romania, Spain).
Legislation regarding critical infrastructures have been reported by Austria,
Germany, Lithuania and Spain. In Germany and Netherlands there are specific
pieces of law regarding telecommunications. The energy industry is also regulated
in Germany.

2.3.2 Implementation of EU Law

(i1) Particular procedures are described in many national regulations. In Austria, for
police forces and other bodies of national security are required to implement
appropriate technical and organizational measures when processing personal data,
according to data protection act. The law sets forth a number of goals for this
purpose, essentially reiterating the goals of Art 29 Abs 2 Police Directive.

2% See country’s tables in respective national report.

30 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning
measures for a high common level of security of network and information systems across the Union.
https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG&toc=0J:1:2016:194:TOC

31 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive
on privacy and electronic communications). https://eur-lex.europa.eu/legal-
content/EN/ALL/?uri=CELEX%3A32002L0058

32 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on
payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU
and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC. https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32015L2366

33 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/IHA

34 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018
establishing the European Electronic Communications Code.

35 Aircraft Passenger Data Processing Law, regulates processing of passengers’ data with aim to prevent and
detect potential terrorism, national security treats and serious crime in Latvia.
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Estonian data protection act foresees security measures of processing of personal
data by law enforcement authorities in prevention, detection and proceedings of
offences and execution of punishments. One of the main particular procedures is
the introduction in the French data protection law, and the decree n°2019- 536, of
an Audit committee of the National Health Data System.

The Bulgarian Cybersecurity Act envisages obligations and procedures for
network and information security applicable to: 1. the administrative authorities;
2. the essential service operators, for each sector (notably energy, health,
transport, banking sector and provider of financial infrastructure, potable water,
providers of digital infrastructure) 3. the digital service providers (notably online
marketplace, online search engine and cloud computing services except where
these are SMEs 4. the persons performing public functions, not identified as
essential service operators, when these persons provide administrative services by
electronic means; 5. the organisations providing public services, who are not
identified as essential service operators or are not digital service providers within
the meaning hereof, when these organisations provide administrative services by
electronic means.

In Ireland there is e-Privacy Regulations 2011 (S.I. 336 of 2011) implementing
the e-Privacy Directive 2002/58/EC  which regulates how public
telecommunication networks manage personal data and requires those providers
to undertake the appropriate technical and organisational measures to safeguard
the security of its services and report incidents.

In Cyprus, Czech Republic, and Luxemburg there are no other procedures than
the framework implemented for the purposes of incorporation of the NIS directive
provisions. This is also the case in Denmark. The Danish law transposing the Law
Enforcement Data Protection Directive 2016/680 has provisions on security of
processing that closely follow the Directive. Nonetheless there are some
particularities in Danish regime: first, the Minister of Justice can demand that
certain databases are located in Denmark (data localisation requirement);
secondly public authorities are required to follow the ISO 27001 standard for
management of information security systems and the Data Protection Agency’s
guidelines state that it is mandatory to use encryption when transmitting
confidential and sensitive personal data by email via the internet.

Similarly, the German BSI published a series of catalogues of measures which
constitute a part of the BSI’s “management system for information security”
(ISMS) that is called “IT-Grundschutz” in German. IT-Grundschutz covers
technical, organisational, infrastructural, and other specific aspects. It offers a
systematic approach to information security that is considered compatible to
ISO/IEC 27001. In the same line to follow soft law, the State Data Protection
Inspectorate introduced a Handbook on Security of Personal Data Processing and
Risk assessments in Lithuania. Likewise, in Netherlands Data Protection
Authority has published guidelines for the public for notifying data breaches to
the DDPA.

No particular procedures are observed in Croatia other than provisions of the Act
and the Regulation on Cybersecurity of Operators of Essential Services and
Digital Service Providers that transposes the Directive (EU) 2016/1148 into the
legislation of the Republic of Croatia.
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(iii)

(iv)

Belgium, Finland, Hungary, Portugal, Slovenia, Spain, and Sweden, do not report
any particular procedure.

The Security of Network and Information Systems (NIS) Directive 2016/1148/EU
has been transposed in all EU’s countries. This, however, does not mean that its
implementation has been completed in all Member States.

Thus, for example, in Hungary the majority of modifications of acts has been
completed, the adjustment of the organizational structure and coordination is
under way, international cooperation has been strengthened, establishing of taking
common responsibilities of the private and public spheres is necessary,
educational and research programmes have to be encouraged, awareness raising
and the protection of children have to be strengthened.

The NIS Directive is transposed in Bulgaria with the Cybersecurity Act and the
Ordinance on the minimal level of network and information security. However,
even if there are laws and regulations in Bulgaria in the field of cybersecurity,
recent problems with the continuity of the Commercial register (which completely
stopped working for more than a week in August 2018), the recent breach in the
National Revenue Agency of the tax data of over 5 million Bulgarians and a
number of other security breaches (e.g., in the sector of education, banking and
others) show that the implementation and enforcement of these regulations is very
poor. In October 2019, the European Commission has also started infringement
proceedings against Bulgaria (with formal notice) for failure to transpose properly
the NIS Directive, in particular regarding certain offences and the respective
penalties.

Implementation of the NIS directive (Cybersecurity Act) is still in its infant stage
in Slovenia. Namely, to make it operational, the responsible Ministry first needs
to adopt some implementation regulations that will set up the national security
bodies and define their tasks.

The GDPR stipulates that appropriate technical and organisational measures to
protect personal data must be implemented. Is this prevention reflected in national
regulation?

Some Member States reproduce the articles of the GDPR without going any
further in the implementation of the appropriate measures (Austria, Bulgaria,
Czech Republic, Finland, Lithuania, Sweden, Netherland).

Finnish legislation does not specify any technical and organisational measures
beyond GDPR. Nonetheless the FDPA includes provisions on appropriate
technical and organisational measures in specific situations, such as processing
special categories of data in accordance with Section 6. In the same line, in the
State Data Protection Inspectorate introduced a Handbook on Security of Personal
Data Processing and Risk assessments in Lithuania.

There are only generic requirements under applicable legislation in Netherlands
relating to cybersecurity, which state that the security of systems must be adequate
in relation to the sensitivity of information and repercussions that may arise as a
result of information security breaches. There are no explicit or specific legislative
requirements in addition to the above. However, companies that are obliged to
maintain adequate security in their business (such as financial services, telecoms,
remote gaming) and normally have to undergo supervisory checks by their
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licensing authorities normally adopt ISO 27001 standard. Moreover, financial
service providers having to undergo PCI compliance generally follow the
applicable rules as well with regard to the storing of data and its encryption.

In Denmark, Data Protection Agency provides various guidelines for the
protection of personal data and advises organizations on how to e.g. carry out
DPIAs. Public institutions are, required to follow the ISO 27001 standard and The
Government IT Council has established a Government Information Security
Forum (GISF), in which about 30 government institutions participate. The Forum
exchanges experiences with the use of the ISO 27001 standard, follows the general
development of information security management and proposes initiatives to
increase information security.

There are no particular procedures specifying the technical and organisational
measures that need to be in place in order to protect personal data in Cyprus
legislation. It should, however, also be mentioned that the National Digital
Security Authority (DSA) have issued decision n. 389/2020, which regulates the
security measures taken by the operators of essential services or digital service
providers. At paragraph 6, the DSA makes a reference to the responsibilities of
the operator, of which the most important is the conducting of annual risk
assessment, business continuity plans and disaster recovery plans. This decision
also offers at Appendix 3 a security measures framework to be followed by the
operators, divided in 3 sections, namely Prepare, Protect & Detect and Respond.

This prevention is only partially reflected in the Slovenian national legislation.
Pursuant to Article 24 of the data protection act, protection of personal data shall
include organizational, technical and logical-technical procedures and measures
in order to protect personal data, prevent the accidental or intentional unauthorized
destruction, alteration or loss of data, and unauthorized processing of such data.
However, the preventive measures prescribed were pertinent for the intensity of
data collection and data processing in 2007, when the Act was adopted and they
do not take into account the state of the art and the nature, scope, context and
purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons as required by the Article 32 of the
GDPR.

On the other hand, the Belgian Data Protection Act imposes certain technical and
organisational measures when data is being processed for archiving purposes in
the public interest, scientific or historical research purposes or statistical purpose
as discussed previously in this report.

In Croatia, according Regulation which transposes NIS Directive, operators of
essential services are instructed to appoint the person with the highest managing
authority who shall be responsible for establishing and managing the security of
essential systems. Operators of essential services are also instructed to establish
the organizational structure, with formal division of duties, authorities and
responsibilities, which shall ensure the appropriate security management of
essential systems. According to Article 8 they must establish the system of
internal oversight of the implementation of cybersecurity measures defined by the
security management policy of essential systems, whereas the internal oversight
tasks are to be organizationally separate from the organizational structure
responsible for essential systems.
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The general obligation to provide appropriate technical and organisational
measures to protect personal data, which is concretised in several specific texts in
France. In particular Délibération n® 2019-001 du 10 janvier 2019 and in the
CNIL Guide sur la sécurité des données personnelles). Beyond these
provisions, art. 33 LIL provides in case of prior formalities obligations, that the
organism submits in its request the technical and organisational measures it
intends to implement to protect personal data.

In Greece, in relation to information security, the national implementation law of
the NIS Directive when the processed data are personal, provides that the National
Cybersecurity Authority in collaboration with the competent CSIRT and other
involved parties evaluates the technical and organisational measures for risk
management. Despite the fact that the provision does not refer to specific
measures, it provides a non-exhaustive list of elements that are assessed: a. the
security of systems and premises b. incident management c. business continuity
management d. monitoring, controls, and testing of the networks and information
systems e. conformity to international standards. This prevention is cover in
Ireland by regulation transposing NIS Directive. In addition, there is e-Privacy
Regulations 2011 (S.I. 336 of 2011) implementing the e-Privacy Directive
2002/58/EC which regulates how public telecommunication networks manage
personal data and requires those providers to undertake the appropriate technical
and organisational measures to safeguard the security of its services and report
incidents

Section 22 of Hungarian Act L of 2013 regulates data protection related
requirements for the defence of electronic information systems under the scope of
the Act.

In Poland the Act on the National Cybersecurity System in relation to the
processing of special categories of data pointed that the entities mentioned therein
shall carry out a risk analysis, apply measures to protect against malicious
software and access control mechanisms, as well as develop procedures for secure
exchange of information. However, this is only of informative character as these
obligations, in the light of personal data protection law, concern data processing
regardless of its nature. Moreover, Article 39(5) introduces the obligation to delete
or anonymise the collected data by the designated entities and the sectoral cyber
security team immediately after it has been established that they are not necessary
for the performance of tasks referred to in Article 26(3)(1)-(11), (14) and (15) and
(5)-(8) and Article 44(1)-(3). Furthermore, the legislator has introduced a data
retention period after the incident handling has been completed, which has been
set at 5 years.

Law no. 362/2018 in Rumania regulates the minimum-security requirements, and
according to Article 25(1): "In order to ensure a common level of security of
information networks and systems, the operators of essential services and digital
service providers have the obligation to comply with the technical norms
elaborated by CERT-RO, pursuant to provisions of Article 20, let. b.

Slovak Cybersecurity Act, establishes the Security measures. Operators of
essential services must notify any incident with significant impact without undue
delay (via a single cyber security information system). If the operator of essential
services uses an operator of digital services to provide the essential services, the
obligation to notify any incident with significant impact is transferred to the

BoANELFIT .


https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000038277620
https://www.cnil.fr/sites/default/files/atoms/files/cnil_guide_securite_personnelle.pdf

Data protection in EU: Comparative Study of National Reports

operator, i.e., the operator of the digital services will be responsible for this
notification (Article 24 of the Cybersecurity Act). A digital service provider is
obliged to notify any security incident, regardless of the impact (Article 25 of the
Cybersecurity Act). The Cybersecurity Act also permits voluntary reporting of
security incidents (Article 26 of the Cybersecurity Act).

The Spanish system is, like the legislation, prior to the transposition of the NIS
Directive, in many cases. Thus, in Spain there is the National Cryptologic Centre
(CCN), dependent on the National Intelligence Centre (CNI), the National
Institute of Cybersecurity of Spain (INCIBE), the National Centre for the
Protection of Critical Infrastructures (CNPIC), the Guardia Civils’ Telematic
Crimes Group and the National Police's Information Technology Crime
Investigation Unit, the Spanish Data Protection Agency and, of course, the
respective CERTs created by some Autonomous Communities, such as the
recently created Basque Cybersecurity Centre.

2.3.3 Personal Data Breach Notification

(@)

What requirements in relation to data breach notifications exist in your national
regulation? Is this issue regulated in the national implementation of the NIS
Directive?

Regarding data breach notification it seems there are, in some domestic
frameworks, a “dual system” involving the national NIS transposition laws and
GDPR implementation measures (Austria, Belgium, Cyprus, Czech Republic,
Finland®®, France, Germany, Hungary, Latvia, Lithuania, Romania, Slovenia).
Whether to resort to one or another system, will depend on the nature of the
breach. In this way, in Latvia procedure for notification of data breaches differs
from procedure for notification of information technology security incidents. In
some cases in breaches relates to security/cybersecurity both systems are
connected” (Cyprus, France, Germany).

In some occasions the system is more complex, involving not only data protection
and NIS ’s transpositions framework, but also different national laws like acts on
electronic communications (Bulgaria, Slovakia, Denmark); or payment related
acts (Bulgaria). Nonetheless, in Bulgaria, the Cybersecurity Act (transposing NIS
Directive); does not strictly speak about ‘data breach’, but obliges public
authorities and operators listed in the law, to inform the respective security
“incidents” response teams within 2 hours after the incident detection about
‘incidents having impact on their business continuity’. Data breach notification
systems are foreseeing in Danish implementation of the NIS Directive, in
connection whit the Act on Electronic Communications Networks and Services
(transposing Article 4 of the ePrivacy Directive 2002/58 for the personal data
breaches).

Some systems dispense with the NIS directive (Estonia, Ireland, Malta, Poland).
Additionally, to the GDPR’s general notification requirement, if there is a

36 |n Finland, NIS Directive has been implemented to different Finnish laws. Critical infrastructure providers
and essential digital service providers are obliged to report security incidents to the supervisory authority in
their sector. The notification obligation applies to energy, digital infrastructure, digital services, financial,
financial infrastructure, transport, health and water supply sectors.

37 Generally establishing collaboration between agencies, registration obligation, common records, etc.
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personal data breach during processing of personal data by law enforcement
authorities, and the personal data breach is likely to entail a high risk to the rights
and freedoms of natural persons, the controller shall immediately notify the
Estonian Data Protection Inspectorate of the breach, if possible, within 72 hours
after becoming aware thereof. Furthermore, when a breach is likely to result in a
high risk to the rights and freedoms of natural persons, the controller shall
immediately notify the data subject of the personal data breach. Cybersecurity Act
(which implements the NIS Directive) does not state special regulation to Personal
Data Breach Notification. In Ireland, it seems that the trend is the same, since the
report only contains references to the Data Protection Act 2018.

No requirements for data breach notification in general have been implemented in
Luxembourgish law. The national implementation of the NIS Directive regulates
data breach notifications (incident notifications) for IT services.

The Maltese Data Protection Act makes no specific reference to notifications to
supervisory authorities or individuals with regard to data breaches, and relies on
the provisions of the GDPR. Nonetheless, the Electronic Communications
Networks and Services (General) Regulations (Subsidiary Legislation 399.28)
provide that where there is a significant risk of a breach of security or integrity of
the services or network, the provider must appropriately, and without undue delay,
notify any users concerned of the possible risks and remedies available, as well as
contact points for more information. The Financial Services Authority similarly
imposes a duty on financial institutions to report immediately any security
breaches to it, the Maltese Central Bank and, in the event of a personal data
breach, the Office of the Information and Data Protection Commissioner.
Operators in the investment services and insurance fields are subject to similar
duties, whether in the form of licence conditions or by regulation. No references
have been made in relation to NIS directive.

In the same line, the personal data breach notification is not explicitly regulated
in the Act on the National Cybersecurity, implementing the NIS Directive in
Poland. The general rules regarding personal data breach notifications are
specified in Article 33 of the GDPR. The Act on the Protection of Personal Data
additionally sets out in Article 55 that the President of the Office may operate an
ICT system allowing the controllers to notify any case of a personal data breach
referred to in Article 33 of the Regulation 2016/679. The procedure of notification
of a personal data breach to the supervisory authority has been specified on the
website of the Personal Data Protection Office.

In Sweden, the obligations for providers of important social services and for
digital service providers to report incidents laid down in the NIS Act and its
Ordinance state do not refer to personal data breaches. No reference to GDPR is
made in the NIS legislation.

2.3.4 Supervision of cybersecurity

(1) Does a supervisory body in a narrow sense with enforcement powers exist in your

country?
‘ Country Supervisory body Description

Austria No Substantially cybersecurity incidences
within essential branches have to be

BoANELFIT
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Belgium

Bulgaria

Croatia
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Belgian DPA

Public Prosecutor Office

1) State Agency for e-
Governance - responsible
for all public authorities
and persons

2) Ministry of Health

3) Ministry of Transport,
Information  Technology
and Communications

4) Ministry of Energy

5) Ministry of Regional
Development and Public
Works

reported to the responsible CERT, but
the organization has no authority issue
administrative fines for non-compliance

Belgian DPA can enforce the provisions
of both the GDPR and the Belgian Data
Protection Act and impose
administrative penalties. Moreover, the
Belgian Data Protection Act provides for
criminal penalties that can be prosecuted
by the Public Prosecutor Office.

If the case results in the existence of a
violation to the Belgian NIS Act, the
case file can be transferred to the Public
Prosecutor Office for the application of
administrative sanctions. Moreover, the
Belgian NIS Act criminalizes violations
of certain obligations in the Belgian NIS
Act. In these cases, general criminal law
rules apply

performing public functions and
organisations providing public services
through electronic services

responsible for the health sector
(Healthcare facilities, including
hospitals and private clinics)

responsible for the transport sector (road,
air, railway water), the providers of
digital infrastructure and the digital
service providers (online marketplace,

online search engine and cloud
computing services)
responsible for the energy sector

(electricity, oil, natural gas)

for the delivery and supply of potable
water

There is no independent supervision
mechanism for interception measures
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Cyprus

Czech Republic

Denmark

Estonia

Finland

France

Germany
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National Digital Security

Authority (DSA)

National ~ Cyber  and
Information Security
Agency

Centre for Cyber Security
(CFCS)

Estonian Information
System Authority

National Cyber Security
Centre (NCSC-FI)

National  agency  for
information systems
security (ANSSI)

BSI  (Bundesamt  fiir
Sicherheit in der
Informationstechnik)

within the Criminal Procedure Act
framework. Nonetheless there are
mechanism for supervision in Croatian
legal framework (Sees report below)

As it relates to national legislation
implementing NIS directive, amongst
other responsibilities of the DSA under
article 13(iwot) of N.17(I)/18 1is to
cooperate with the Commissioner for
Personal Data Protection to incidents
leading to breaches of personal data.

Supervisory body with enforcement
powers. It was created in August 2017
through an amendment of the Act on
Cybersecurity.

For providers of public communications
networks and services, the Network and
Information  Security Act  grants
additional enforcement powers to the
CFCS.

Cybersecurity Act and in legislation
established on the basis of this Act
supervisions are exercised by the
Estonian Information System Authority

steers and supervises compliance with
the regulations that apply to its field of
activity, and it provides support and
assistance to maintain and develop
cybersecurity. The functions of the
NCSC-FI are regulated in the Section 3
of the Act on Finnish Transport and
Communications Agency (935/2018).

The ANSSI has been tasked with
piloting the transposition of Directive
2016/1148 of July 6, into French law,
and for this purpose has announced the
existence of 122 essential service
operators (ESOs) whose list will be
updated annually.

The Federal Office for Information
Security is the national cyber security

authority of Germany. It shapes
information security in digitisation
through prevention, detection and

reaction for government, business and
society
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Greece

Hungary

Ireland

Italy

Latvia

Lithuania

Luxembourg
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National  Cybersecurity
Authority

Directorate of Persecution
of Cybercrime

National Cyber Defence
Institute

The Data Protection
Commission

Garda National Economic
Crime Bureau

Computer Security
Incident Response Team
(CSIRT)

No

Cyber Security Centre at
the Ministry of National
Defence (NCSC)

Institute of Regulation
(ILR)

The Authority assesses the compliance
of the regulates, and may issue binding
guidance to the regulates that have been
found to have inadequacies. It belongs to
the administration of the Ministry of
Digital Policy, Telecommunications,
and Information (http://mindigital.gt/).

Directorate of the Greek Police,
reporting directly to the Chief of Greek
Police. Its mission includes the
prevention, investigation and
suppression of crimes or antisocial
behaviour, committed through the
Internet or via other electronic means of
communication.

Formed in the Special Service for
National Security with the following
elements: administration by National
Electronic Information Security
Authority, incident management and
response by  GovCERT-Hungary,
forensic log analysis and vulnerability
testing by National Security Authority.
This is also the actual setup as of January
2018. National Cyber Defence Institute
was competent national authority
according to NIS Directive.

is the supervisory body overall.
However, the Garda National Economic
Crime Bureau (Garda = Irish police
force) has broad authority to investigate
cybersecurity (including searching of
premises and seizing of equipment.

Has advisory, information, and
coordination powers. Its members are
appointed under the suggestion of the
involved Ministry.

Functions related to cyber security are
divided to several institutions

The ILR will be considered to be the
national competent authority for the
energy, transport, drinking water supply
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Malta

Netherlands

Poland
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The Financial Sector
Supervisory Commission
(CSSF)

The  Office of the
Information and Data
Protection Commissioner

The
Authority

Communications

» The Maltese police.

* Other industry-specific
authorities, such as the
Financial Service
Authority and the Gaming
Authority,

The  National  Cyber
Security Centre (NCSC)

De Nederlandsche Bank;
Agentschap Telecom...

1. for the energy
sector - the minister in
charge of energy;

2. for the transport
sector excluding the water
transport subsector - the
minister in charge of
transport;

3. for the  water
transport subsector - the
minister in charge of

and distribution sectors as well as the
health sector.

National competent authority for the
banking and  financial = market
infrastructure sectors

is empowered to regulate and enforce
cybersecurity aspects of personal data
processing.

It is the authority responsible for
enforcing the security of Malta’s public
communication networks.

are  responsible  for  detecting,
investigating and prosecuting
cybercriminals, primarily through a

specialised team — the Cyber Crime Unit

are the relevant authorities to report to
for operators holding licences issued by
such authorities

functions as a Cyber Security Incident
Response Team (CSIRT), warns for
risks and offers assistance with
cyberincidents.

Some sectors have appointed a sectoral
supervisory body for the adherence of
safety measures and the notification
obligation, and have the power to
enforce with sanctions and
administrative fines, i.e., the supervisor
in the banking sector is, the supervisor in
the telecom sector is Agentschap
Telecom.

The national legislator has opted for a
fragmented model of competent
authorities, in which this function is
performed by several authorities, dealing
with matters substantively
corresponding to the specificities of the
operation of key service operators and
digital service providers.
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maritime economy and the
minister in charge of
inland waterway transport

4. for the banking
sector and financial
markets infrastructure - the

Financial Supervision
Commission
5. for the health care

sector  excluding  the
entities referred to in
Article 26(5) - the minister
in charge of health matters

6. for the health sector
including the entities
referred to in Article 26(5)
- the Minister of National
Defence

7. for the drinking
water supply and
distribution sector - the
minister relevant for water
management;

8. for the sector of
digital infrastructure
excluding the entities
referred to in Art. 26 par. 5
- the minister in charge of
information technology

9. for the sector of
digital infrastructure
including the entities
referred to in Art. 26 par. 5
- the Minister of National
Defence;

10.  for digital service
providers excluding the
entities referred to in
Article 26 (5) - the minister

n charge of
informatization;
11.  for digital service

providers including the
entities referred to 1in
Article 26 (5) - the
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Minister of  National

Defence.

Portugal National  Cybersecurity
Center

Romania No

Slovakia National Security
Authority

Slovenia Information security
inspectors of the
competent national
authority

Spain Spanish National Institute
for Cybersecurity
(INCIBE)
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It is the National Cybersecurity
Authority, operating under the National
Security Office (Article 7 of Law
46/2018).

There is no body with cybersecurity
enforcement powers, as legislative
proposals for adopting cybersecurity
regulation have been either declared
unconstitutional or stopped.

Handles cybersecurity incidents,
declares alerts and warnings of serious
cybersecurity incidents, imposes the
obligation to take reactive measures and
approves the protective measure,
performs inspection, issues decisions on
imposing remedial measures and levies
fines for offences or administrative
offences; performs an audit or requests
the conformity assessment body to
perform an audit at the operator of
essential nature of the personal data
breach, effects of the personal data
breach, measures proposed or carried out
by the undertaking to mitigate the
adverse effects of the personal data
breach, date of the personal data breach,
date of the finding a personal data breach
by the undertaking.

Information security inspectors of the
competent national authority, i.e. the
Information Security Administration, are
responsible to monitor compliance with
the provisions of the Information
Security Act. Inspectors have the
competence to order various measures in
an administrative procedure

or impose fines in a minor offence
procedure, which are stipulated in
Articles 37 - 39 of Information Security
Act and Article 38 of the Inspection Act.

NCIBE operates specifically in the field
of Cybersecurity. However, CCN, which
depends on the National Intelligence
Centre (CNI), may be more in line with
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the supervisory figure with executive

National Cryptology
Centre (CCN) powers.
Sweden NIS Act lays down Functions related to cyber security are

provisions on supervisory divided to several institutions
authorities which ensure

compliance with the NIS

legislation.

(i1) Is in your country an institution like the German BSI (Bundesamt fiir Sicherheit
in der Informationstechnik) established. The Federal Office for Information
Security is the national cyber security authority of Germany. It shapes information
security in digitisation through prevention, detection and reaction for government,
business and society. (https://www.bsi.bund.de/EN/TheBSI/thebsi node.html) or
something similar established? If yes, what are the competences and
responsibilities?

Country Institution Competences/responsibilities

Austria No

Belgium Centre for Cyber Security is the institution in charge of shaping
Belgium information security in Belgium. Its
competences and responsibilities are

detailed in Belgian CPC Act

Bulgaria No In Bulgaria, there is no single
body/institution responsible for
cybersecurity, but a range of competent
public authorities with enforcement
powers. In addition to these competent
national authorities, it may be relevant to
mention also the powers of the
Chairperson of the State Agency for e-
Governance and the State Agency for
National Security

Croatia The Office of the National Is the Croatian National Security
Security Council UVNS Authority. UVNS coordinates and
harmonizes the adoption and controls the

implementation of information security

measures and standards in the areas of

Security Vetting, Physical Security,

Security of Information, INFOSEC and

Industrial Security (Croatian DSA) and

issues clearances for individuals and

legal entities for access to national,

NATO and EU Classified Information.

Central Registry is organized within

UVNS and it is competent for the
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Cyprus

Czech Republic
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National Digital
Authority (DSA)

Security

National  Cyber  and

Information
Agency (NUKIB)

Security

reception and distribution of
international Classified Information and
for the coordination of the work of the
Registry system in Croatian state
authorities which receive international
Classified Information. As Croatian
NSA, UVNS carries out and coordinates
international cooperation in the field of
information security and based on the
Government  Decision concludes
international security agreements for the
protection of Classified Information on
behalf of the Republic of Croatia.

amongst other responsibilities of the
DSA under article 13(1ot) of N.17(1)/18
is to cooperate with the Commissioner
for Personal Data Protection to incidents
leading to breaches of personal data.

It is the central administrative authority
for cyber security, including the
protection of classified information in
the area of information and
communication systems and
cryptographic protection. It operates the
Government CERT (GovCERT.CZ);
cooperates with other Czech as well as
international CERT teams and CSIRTs;
drafts security standards for information
system of the critical information
infrastructure and important information
systems; determines obliged subjects
under the cybersecurity regulation
including information system of the
critical  information  infrastructure,
important information systems and
information systems or providers of
basic services; informs the public about
cybernetic security incidents; provides
analyses and monitoring of cybernetic
threats and risks; supports education and
research in the area of cyber security.

It can issue security measures and award
administrative fines for non-compliance
with obligations under the Act on
Cybersecurity or the issued security
measure. It is also in charge of the public
regulated service of the Galileo satellite
system.
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Denmark Centre for Cyber Security
(CFCS)

Estonia Estonian Information
System Authority

Finland National Cyber Security

Centre (NCSC-FI)
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CFCS 1is responsible for preventive
national advisory and information
activities associated with cyber security
in both the public and the private sector.

Danish cybersecurity regulation,
described above, gives CFCS additional
competences and responsibilities in
specific areas. CFCS is the single point
of contact and the CSIRT in the Danish
implementation of the NIS Directive.
For providers of public communications
networks and services, CFCS has
detailed supervisory powers to ensure a
high level of information security.

For public authorities and private
companies that represent critical
infrastructure, CFCS has powers to
monitor network traffic for the purpose
of preventing and investigating
cybersecurity incidents if requested by
the public authority or private company.
In certain cases, CFCS can demand that
the network traffic is monitored by
CFCS.

Estonian Information System Authority
fulfils the obligation as cyber security
authority, i.e. it develops cyber security
strategies and policies, coordinates the
safe implementation of IT infrastructures
important for the state and conduct
supervision and monitors the Estonian
computer network and solve cyber
incidents.

Finnish  authority responsible for
cybersecurity. It operates under the
Finnish Transport and Communications
Agency, Traficom. According to the
NCSC-FI, it has four main
responsibilities:

CERT (Computer Emergency Response
Team), PRS (Public Regulated Service),

regulation and supervision, and NCSA
(National Communications Security
Authority).

The purpose of the CERT activities is to
prevent information security incidents
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France

BoANELFIT

National  agency  for

Information
Security (ANSSI)

Systems

and to disseminate information on
information security matters. The Public
Regulated Service (PRS) aims to provide
secure and reliable position and timing
information to public authorities and
operators critical for the security of
supply.

The NCSC-FI steers and supervises
compliance with the regulations that
apply to its field of activity. It
coordinates and monitors provisions on
information security, non-interference
and confidential communications. It
drafts regulations, recommendations and
reports on these subjects while
registering and monitoring related
operators.

National agency for Information
Systems Security (ANSSI) has been
designated to fulfils the dual role of:

- defining a national security strategy

- ensuring the proper transposition of the
NIS Directive, and national computer
incident response teams
(https://www.ssi.gouv.fr)

The ANSSI, created by decree n° 2009-
834 of July 7, 2009, is the authority for
the defence and security of information
systems. It reports to the Secretary
General of Defence and National
Security (SGDSN), the authority
responsible for assisting the Prime
Minister in the exercise of his
responsibilities in the area of defence
and national security. At the end of 2017,
it had 600 agents and its number should
eventually reach 750 agents.

Missions: It is the national authority for
information systems security. As such, it
is responsible for proposing the rules to
be applied for the protection of the
State's information systems and for
verifying the application of the measures
adopted.

In the field of information systems
defence, it provides a monitoring,
detection, alert and reaction service to
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Greece
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National
Authority

Cybersecurity

computer attacks, especially on State
networks.

The ANSSI provides expertise and
technical assistance to administrations
and companies, with a reinforced
mission for operators of vital importance
(OIV). Its work with the various publics
includes monitoring and reaction,
development of products for civil
society, information and advice,
training, as well as the labelling of
trusted products and service providers.

In concrete terms, it is responsible for

- propose to the Prime Minister
measures to respond to crises affecting
or threatening the security of
information systems of public authorities
and operators of vital importance;

- coordinate government action within
the framework of the guidelines set by
the Prime Minister in terms of
information systems defence

- to propose measures for the protection
of information systems;

- carry out inspections of the systems of
government departments and operators
of vital importance;

- participate in international negotiations
and liaise with its foreign counterparts.

Finally, it acts as a response and
processing centre for security incidents
(CSIRT).

The ANSSI has been tasked with
piloting the transposition of Directive
2016/1148 of July 6, 2018 into French
law, and for this purpose has announced
the existence of 122 essential service
operators (ESOs) whose list will be
updated annually.

The Authority assesses the compliance
of the regulates, and may issue binding
guidance to the regulates that have been
found to have inadequacies. The
Authority belongs to the administration
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Hungary National Cyber Defence
Institute

Ireland The Data  Protection
Commission

Italy Computer Security
Incident Response Team
(CSIRT)

Latvia No

Lithuania Cyber Security Centre at

the Ministry of National
Defence (NCSC)
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of the Ministry of Digital Policy,
Telecommunications, and Information

The National Cyber Defence Institute
formed in the Special Service for
National Security with the following
elements: administration by National
Electronic Information Security
Authority, incident management and
response by  GovCERT-Hungary,
forensic log analysis and vulnerability
testing by National Security Authority.
This is also the actual setup as of January
2018. National Cyber Defence Institute
was competent national authority
according to NIS Directive

IS the supervisory body overall

Has advisory, information, and
coordination powers. Its members are
appointed under the suggestion of the
involved Ministry. In Particular, the
CSIRT: - it illustrates procedures on data
breach preventing and management; - it
receives the data breach reports and
informs the DIS (Security Information
Department) in order to prepare and
prevent possible critical situations and to
activate emergency procedures that
should be implemented by the Nucleo
per la sicurezza cybernetica; - it informs
the other Member States possible
involved in the breach, in order to protect
safety and commercial interests of the
Essential Services Operators an Digital
Services  Suppliers as well as
confidentiality = of the  provided
information - it ensures the cooperation
within the CSIRT network though best
practice and guidelines.

Institution similar to German BSI is not
established in the Republic of Latvia.

Functions related to cyber security are
divided to several institutions.

NCSC is the main Lithuanian cyber
security institution, responsible for
unified management of cyber incidents,
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Luxembourg

Malta
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No

The  National  Cyber
Security Centre (NCSC)

monitoring and control of the
implementation of cyber security
requirements, accreditation of
information resources. NCSC mission —
to be the centre of cyber security
expertise for effective cyber security
incidents and a strong cyber security
prevention system in the country. NCSC
approved regulations provide for the
following main operational goals of the
institution: implement a national cyber
security policy; perform the functions of
the Security Service; perform the
functions of the national
communications  protection  service;
perform information dissemination,
research and analysis on cyber security
issues. Since the year 2018 the one-stop-
shop principle of the NSCS provides
assistance to the state and business
institutions and residents. Within the
limits of its competence, the NCSC
makes decisions along with the state
institutions and organizations and other
economic entities on the issues of state
information resources and critical
information infrastructure of cyber
security. Article 7 of the Republic of
Lithuania Law on Cyber Security
establishes NCSC competence

There is no such one authority
supervising cybersecurity. The
regulation and  enforcement  of
cybersecurity aspects is however
addressed by several different agencies.

Is an independent leg of the Ministry of
Justice and Security aimed at enhancing
the resilience of Dutch society in the
digital domain.570 More specifically, it
aims at creating a safe, open and stable
information society. The NCSC collects
cyber security information from
government, companies, universities and
international contacts, and brings out
advice for companies and public services
to deal with ICT vulnerabilities. The
NCSC disseminates via whitepapers,
trend reports, fact sheets, and files about
actual topics related to digital security.
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Netherlands The  National  Cyber

Security Centre (NCSC)
Poland No
Portugal High Cyberspace Security
Council
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Is an independent leg of the Ministry of
Justice and Security aimed at enhancing
the resilience of Dutch society in the
digital domain.570 More specifically, it
aims at creating a safe, open and stable
information society. The NCSC collects
cyber security information from
government, companies, universities and
international contacts, and brings out
advice for companies and public services
to deal with ICT vulnerabilities. The
NCSC disseminates via whitepapers,
trend reports, fact sheets, and files about
actual topics related to digital security.

The national legislator has opted for a
fragmented model of competent
authorities, in which this function is
performed by several authorities, dealing
with matters substantively
corresponding to the specificities of the
operation of key service operators and
digital service providers.

is the specific advisory body on
cybersecurity matters (Articles 4 and 5).
However, it does not have powers of
control. Its functions are: (a) To ensure
political-strategic  coordination  for
cyberspace security; b) To verify the
implementation of the  National
Cyberspace Security Strategy; ¢) To
emit opinions on the National
Cyberspace Security Strategy prior to its
submission for approval; d) To prepare
each year, or whenever necessary, an
evaluation report on the implementation
of the National Cyberspace Security
Strategy; e) To propose to the Prime
Minister, or to the Government member
with delegated powers, the approval of
programmatic decisions related to the
definition and execution of the National
Cyberspace Security Strategy; (f) To
issue opinions on cyberspace security
matters; g) To respond to requests from
the Prime Minister, or the Government
member with delegated powers, within
the scope of his powers.
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Romania
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Romanian National
Computer Security
Incident Response Team
(CERT-RO)

CERT-RO is an independent structure
for research, development and expertise
in the field of cybersecurity. It is a
specialised organisation responsible for
the prevention, analysis, identification
and response to cybersecurity incidents.
CERT-RO is responsible for elaborating
and disseminating public policy on
preventing and counteracting incidents
in cyber infrastructures. As a national
CSIRT, CERT-RO has the following
responsibilities: a) Monitors the security
incidents of the networks and
information systems at national level; b)
Issues early warnings, alerts and
announcements  and  disseminates
information on risks and incidents to the
managing authorities of the classified
information, as well as any public or
private law entity with potentially
affected computer networks and systems
security; c¢) Receives notifications
regarding incidents affecting the
networks and systems of the essential
service operators or digital service
providers; d) Provides to the essential
services operator that made the
notification, as far as possible, relevant
information regarding the actions
subsequent to the notification; e)
Establishes, based on the notifications
received, the national and cross-border
impact of the incidents and informs the
relevant authorities at national level, as
well as the similar authorities in other
potentially affected states; f) Regularly
provides to the public and whenever is
necessary, warnings, alerts and
information concerning risks and threats,
possible measures to prevent and
counteract them, in order to make the
public aware and enabling them to take
appropriate measures, and publishes
statistics regarding incidents identified at
national level, in compliance with the
requirements of this law; g) Ensures the
response to incidents within the limits of
this law; h) Elaborates dynamic risk and
incident analyses; i) Cooperates, at
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Slovakia National ~ Cybersecurity
Center (SK-CERT)

Slovenia Government Office for the
Protection of Classified
Information.
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national level, with CSIRT teams on an
incident management platform for
information exchange; j) Participates in
joint actions within the CSIRT network
at European level, as well as, as needed,
in the actions requested within the
international cooperation networks; k)
May request the assistance of ENISA for
carrying out its tasks; 1) Establishes,
maintains and operates the alert and
cooperation service with the essential
service operators and service providers.
(3) In order to adequately manage major
incidents at national level or to manage
incidents that require high specialisation
and specialised technical training,
CERT-RO can develop partnerships and
build joint teams composed of its own
specialists and specialists from other
institutions or entities from the private
environment., in compliance with the
law and ensuring the conditions
regarding confidentiality and access to
information within the law and with the
consent of the parties involved in the
incident.

The SK-CERT does within the
organizational structure of the Authority
have the status of a separate unit. The
Authority provides through SK-CERT
services related to the management of
security incidents, elimination of their
consequences and subsequent recovery
of information systems in cooperation
with the owners and operators of these
systems. The other SKCERT activities
include analytical activities, research,
security awareness building and
providing cybersecurity education.

By the end of 2019 the newly established
Information Security Administration, a
body within the Ministry of Public
Administration (Urad  Republike
Slovenije za informacijsko varnost) shall
gradually assume all of the tasks and
responsibilities  of  the  national
competent authority and the national
single point of contact pursuant to the
NIS Directive. Information Security
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Spain

Sweden

BoANELFIT

National Institute for
Cybersecurity (INCIBE).

Swedish Post and Telecom
Authority

Administration has numerous
competences and  responsibilities
stipulated in the Information Security
Act, among others it coordinates the
operation of information security
system, provides expert support and
opinions in the field of information
security, cooperates with other actors in
the field of information security, e.g.
national CSIRTs (SI-CERT and SIGOV-
CERT), Information Commissioner,
Agency for Communication Networks
and Services of the Republic of Slovenia
and law enforcement authorities,
organizes training, exercises and
education in the field of information
security, helps to raise public awareness
of information security, promotes and
supports information security research
and development. Competences of the
Information Security Administration are
enshrined in Article 27 of the
Information Security Act, however
additional competences are stipulated in
numerous other provisions of the Act.

Its capabilities are as
follows:

- Wide scope of action in the response to
security incidents ranging from the
citizen to

the business sector (especially strategic
sectors and critical infrastructure) and to
the specific scope of RedIRIS.

- Implementation of public-private
collaboration initiatives to improve
cybersecurity levels in Spain.

- Monitoring and study of emerging
risks in order to anticipate needs, adopt
preventive measures and, in short, have
early warning mechanisms.

- Coordination with key national and
international cybersecurity actors

Monitors the electronic communications
and postal services, receives
notifications from suppliers of essential
services. It is endorsed with investigative
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powers, may issue orders to constrain the
providers to fulfil the requirements for
security measures and  incident
reporting. The investigative powers and
the injunctions may be combined with a
fine. The supervisory authority may also
in some cases levy administrative fines.
The Authority is also in charge of
providing information and guidance
concerning the NIS Directive and may
issue regulations.

How can damages caused by lack of cybersecurity be claimed (and compensated)? Are
such issues sufficiently regulated in your country?

It is difficult to find specific regulation allowing to claim and compensate damages caused
by lack of cybersecurity. Solutions varies from country to country; in some cases, it is
possible to opt to different regime in same national legal system. In many countries it is
feasible to resort to data protection acts (Belgium, Bulgaria, Croatia, Denmark, Croatia,
Czech Republic, France, Germany, Portugal). In such cases, even when national data
protection acts have their own particularities, referrals to the art 82 of the GDPR regimen
are common (Belgium, Bulgaria, Croatia, Czech Republic, Germany, Slovakia).

In many countries it is possible to resort to general framework provided by civil laws
(Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Hungary, Lithuania, Malta, Portugal, Slovenia, Sweden).

There are some particular previsions in criminal laws (Czech Republic, Latvia).
Proceeding on damages of the victim attached to the criminal proceeding in case of
damages caused by criminal offence in Czech Republic. In Latvia, in criminal
proceedings, victim may submit application for compensation. In case the State is
responsible for such damages because of lack appropriate security or measures etc., the
victim may claim damages against the State.

Likewise, in some countries there are provisions related to insurance, which offer the
possibility of claiming and being compensated by damages caused by lack of
cybersecurity (Germany, Ireland, Malta, Slovenia). In Germany, in the case of gross
negligence on part of an insured company or entity, the insurer may have the right to
reject or reduce insurance payments. This may for example be the case where evidentially
necessary precautions failed to be implemented. So besides legal requirements to have
IT-security measures in place the risk to lose insurance coverage in case of a security
incident can be an incentive to take sufficient measures. Insurance coverage for
cybersecurity is available for companies in Malta. Private insurance companies have also
started to offer cyber (liability) insurance policies, which cover third parties’ damages
claims for both violation of their privacy as well as damages as a result of an incident in
Slovenia. Tort cases can be taken and insurance can be taken out in Ireland

Class action lawsuits are available for consumers in Finland, Due to the narrow scope,
class actions have never been used in Finland. However, in cybersecurity cases class
actions could be a viable option for consumers.

BoANELFIT
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Finally, if the damage is caused by a public authority in the exercise of its administrative
activity, there is a special regime in Bulgaria for liability under the Act on the Liability
for Damage Incurred by the State and the Municipalities.

2.4 Enforcement: fines and sanctions

(1) All countries” national legal systems contemplate crime related to data protection
or cybersecurity punished by a fine and, in last instance, imprisonment.

In the majority of cases these felonies are contained in criminal laws, Manly in
Criminal Codes (Bulgaria, Croatia, Czech Republic, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Netherlands®,
Portugal, Slovakia, Slovenia, Spain, Sweden). Regarding cybersecurity, some
countries have opted by specific criminal laws on cybercrime (Luxembourg,
Portugal).

It is possible, although less frequent, to find criminal clauses in national data
protection laws (Austria, Belgium, Denmark, Greece, Malta, Poland, Portugal); or
in the laws transposing the NIS Directive (Belgium).

(i1) Administrative fines related to data protection issues have been stablish in vast
majority of member states, with the exception of Denmark. Generally, such
provisions are contemplated in domestic data protection laws (Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, Finland, France, Germany,
Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden). The
administrative sanctioning regime is complemented in some countries in different
laws, like: NIS transpositions Acts (Belgium, Bulgaria, Poland, Slovakia,
Slovenia); Electronic Communications Act (Bulgaria); Act on Cybersecurity of
Operators of Essential Services and Digital Service (Croatia); Act on the electronic
information security (Hungary), Administrative Violations Code (Latvia,
Lithuania), Civil code (Poland).

The Danish regime stands out for its singularity. The Danish Constitution does not
allow administrative fines. Only courts can issue fines in Denmark. This is reflected
in recital 151 of the GDPR which provides that in Denmark, fines will be imposed
by competent national courts as a criminal penalty. If the sanction for the violation
of the GDPR or the Data Protection Act only involves a fine, the Data Protection
Agency can propose a fine to the offending party. If the offending party does not
accept the (proposed) fine, or if the sanction for the violation may involve a prison
sentence, criminal prosecution is necessary so that a court can issue the fine as a
criminal penalty for the data protection offence. In these cases, the Data Protection
Agency will refer the case to the Danish Police.

(ii1)) Do data protection offences constitute an official offence or are only prosecuted by
the injured party's request?

In most EU Member States offences related to data protection are prosecutable ex
officio. In this sense they constitute “official offences” (Austria, Belgium, Croatia,

38 Cybercrime is regulated in the Wet computercriminaliteit. It regulates cybercrime in the form of additions
to the Dutch Criminal Code and Criminal Procedure Code
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2.5
(@)

Cyprus, Czech Republic, Estonia, Finland, France, Hungary, Ireland, Latvia,
Lithuania, Luxemburg, Malta, Slovakia, Slovenia, Spain).

In the rest of countries (Bulgaria, Denmark, Greece, Germany, Italy, Netherlands,
Poland, Portugal, Romania, Sweden), offenses of both types are contemplated:
prosecutable ex officio and prosecutable only at the request of the interested party.
Although there is no system in which "official offenses" are not foreseen. In the
case of Bulgaria there are a third category. Effectively, in Bulgaria, there are three
different ways to prosecute offences: Offences prosecuted privately include: -
Defamation and insult -Betrayal of secrets - Some copyright crimes - Theft,
appropriation and blackmail, where the object of the crime has been private
property, if the aggrieved party is a spouse, relative to the culprit of ascending or
descending line or of collateral line to the second degree, or a person who lives
together with him within one common household, or if the aggrieved party has been
guardian or custodian of the culprit. Offences prosecuted officially by the
Prosecution, but only at the request of the injured party such as: - Systematic
stalking - Some copyright crimes - Impeding someone to take a job, or compelling
him to leave a job because of his nationality, race, religion, social origin,
membership in a trade union or another type of organization, political party,
organisation, movement or coalition with political objective, or because of his or of
his next-of-kin political convictions. Offences prosecuted officially by the
Prosecution (ex officio - no need for request/complaint by the injured party). All
offences that are not explicitly prosecuted under point 1 or 2 are officially
prosecuted. In principle, these include all serious offences such as computer crimes,
document related crimes, fraud etc. The last constitute official offences. In
Denmark, data protection offences under the Data Protection Act can be sanctioned
at the initiative of the Data Protection Agency (“own initiative” case). A complaint
from the injured party is not required. Offences under chapter 27 of the Danish
Penal Code are primarily subject to private prosecution, which means that the
injured party must litigate the (criminal) case in court. Prosecutors can either act on
request by injured parties or by a data protection authority in Germany. In
particular, criminal offences listed in the Federal Data Protection Act (BDSG) are
only prosecuted on request by an injured party or the Federal Data Protection
Commissioner; offences listed in a Data Protection Low of the federal states are
prosecuted on request by the injured party or by the Data Protection Commissioner
of the respective federal state (except for the State of Sachsen). In Italy, offences
that are originated by a control from the data protection authority are official one
(e.g., article 167 ff. of the Data Protection Act); offences included in the criminal
code are prosecute by the injured parties.

Governance

At least in the biomedical sciences research involving human participants usually
is subject to ethical review by research ethics committees or similar bodies. Data
protection, however, not only affects the biomedical sciences, but potentially all
fields of research. Are you aware of any committees (e.g. research ethics
committees, ethical review boards) or agencies (e.g. national research funding
agencies, national security agencies) in your country that review data protection
issues in research projects? If yes, are reviews mandatory and governed by specific
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guidelines or regulations? Do you know which aspects of data protection review
bodies focus on? Are reviews only conducted before the actual research starts or is
the research process monitored as well?

The situation in European countries varies widely in relation to governance. It
depends to a large extent on the political and administrative particularities of each
country. The table provided below illustrates this situation. In any case, it seems
that ethics committees (national, regional, etc.) have an important role to play in
this field. The work of some national data protection authorities in establishing
common procedures cannot be neglected either.

‘ Country Committees/agencies

Austria Gentechnikkommision
” (committee on gene
technology)

Belgium  Belgian Advisory
Committee on
Bioethics

Bulgaria  No

Croatia Croatian Committee
on Ethics in Science
and Higher Education
(CESHE)

BoANELFIT

Description

Within the field of gene analysis and gene therapy.
It is consulted when a somatic gene therapy is
performed, includes an expert on data protection.

For nation research funding agencies, the situation
often depends on the concrete call.

Some calls require applicants to submit documents
relevant for data protection, i.e. a data management
plan.

The Committee has a twofold mission: a) to
provide opinions on the problems raised by
research and research applications in the fields of
biology, medicine and health care. The ethical,
social and legal aspects of these problems are
studied, particularly from the angle of respect for
human rights; b) to inform the public and the
government authorities about these problems.

In order to fulfil this mission, the Committee is
legally obliged to: make an annual report of its
activities (Fr version), organize a biennial public
conference (events), manage a documentation
centre.

Actually, such committee is specialized in the
following topics: health, food, animals and
environment. Accordingly, there is no specific unit
dedicated to personal data protection.

Ethical codes and review boards normally exist
within each university/research organisation, but
these codes and board reviews usually don’t focus
on privacy/data protection issues except in the case
of medical research

In addition, every University, Medical hospital etc.
has its own ethics committee that is responsible for
approval of research including the usage of data.
Reviews are preformed regularly and the
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Cyprus Report do not provide
information in this
regard

Czech Committee for Ethics

Republic  of Research
(http://www.avcr.cz/cs
/o-
nas/struktura/vedecka-
radaav-cr/komise-pro-
etiku-vedecke-prace/
(Czech)).

Czech Science
Foundation
(https://gacr.cz/en/)
and Technology
Agency of the Czech
Republic
Https://www.tacr.cz/e
n/homepage/)

Denmark Research Ethics
Committee of the
University of Southern
Denmark
Research ethics
Committee of the
University of Aarhus
and  University of
Copenhagen

Estonia The Estonian Data
Protection
Inspectorate

"PANELFIT

anonymity of data, and access to databases is
strictly controlled if it is in accordance with the
GDPR.

Established by the Czech Academy of Sciences

Agencies for public funding of research, take
measures concerning data processing into
consideration as part of the assessment criteria for
proposed research projects requesting funding.

Some faculties and departments at Danish
universities have established voluntary ethics
committees. The University of Southern Denmark
has a Research Ethics Committee, which is a non-
compulsory offer to researchers
https://www.sdu.dk/en/forskning/service til forsk
ere/forskerstoette/ansvarlig+forskningspraksis/res

earch+ethicstcommittee.

The Research Ethics Committee can consider data
protection issues. Research projects in social
sciences based on Danish registries (public
databases) without consent of the data subject are
specifically mentioned as something that the
committee can consider.

Can provide an assessment of a research project if
this is required by the research funding agency.

In relation with the processing of personal data for
needs of scientific and historical research and
official statistics (art. 6 Data protection Act ), the
Estonian Data Protection Inspectorate shall verify,
prior to the beginning of the specified processing of
personal data, compliance with the terms and
conditions provided for in this section, except in the
case the objectives of the studies conducted for
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Finland Finnish National
Board on Research
Integrity (TENK),

France National Consultative

Ethics Committee for
health and life sciences
(CCNE)

Germany The German Ethic
Council  (Deutscher
Ethikrat)

Ethics commissions

BoANELFIT

policy development and the scope of processing of
personal data derive from legislation

TENK, addresses ethical questions relating to
research and to the advancement of research ethics
in Finland. TENK has released guidelines on “The
ethical principles of research with human
participants and ethical review in the human
sciences in Finland”. The guideline also addresses
the question of processing of personal data in
research.

The main tasks of this CCNE are to highlight the
evolution of science and technology, to raise new
issues challenging society and to observe changes
from the perspective of ethics. As a strictly
consultative body, it can be seized by the President
of the Republic, the Presidents of the Houses of
Parliament, members of government, universities
and other institutions of higher education, public
institutions, a recognised public interest foundation
working mainly in the field of research,
technological development or health promotion
and protection. The CCNE can also decide itself to
take on questions asked by a private individual or a
CCNE member. Beyond its contribution to the
ongoing debate around the adoption of the new
French Law on bioethics, the CCNE gave two
opinions on Big Data Health (2019) and Ethics
challenges regarding the Health and Digital (2018).
The first opinion includes 12 recommendations
articulated around three ethical principles such as:

Founded based on the Federal Ethics Council Act.
As an independent council of experts, it supports
the German Bundestag and the federal government
through opinions. The council can act both, on
request by the Bundestag and on its own initiative.
It may also inform the public and promote public
discussion. The Council is active in the areas of
ethical, social, scientific, medical, and legal issues.
It can also occupy itself with the likely
consequences of research and development
activities for individuals or society as a whole. This
is especially relevant in the field of life sciences
and their application to humans

Also, the federal states passed legislation to
establish ethic commissions. These have been
funded inter alia at universities (based on the
federal states’ University and College Acts) and at
various professional chambers (at least the
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Greece Committees
of Research

National
Commission

Council of
on
Technology,
Industry
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of Ethics

Bioethics

Research
Defence,
and

chambers of medical professions, based on the
“Heilberufekammergesetze” or “Kammergesetze”
of the States). Where federal and state law
mandates consultations outside of university
research, usually the commissions of these
professional chambers get involved. For example,
clinical trials in the area of drugs and medical
appliances require prior consultation of an ethics
committee (see Section 42 of the German
Medicines Act, and Section 32 et seq. of the
Implementing Act for Regulation 2017/745 on
Medicinal Devices).

In Germany, data protection and informed consent
are often object of the assessments by ethics
committees. This is conducted predominantly from
the perspective of ethics, however; it may thus
differ from an assessment that focusses on data
protection legislation. The assessment of
compliance with data protection legislation mostly
remains in the hands of the data protection officers
of the institutions who conduct research.

Its constitution is mandatory for university and
public research forum. Such Committees are
reviewing among other things whether a research
project respects privacy and the protection of
personal data of the participants (Art. 21(2) Law
4521/2018, as updated with the Law 4611/2019).
The project proposals are either approved by the
Committee or the competent Committee issues
recommendations and proposes its revision, in case
there are ethical or deontological issues. The
decisions of the Committees are binding.
Especially for the cases of research projects
involving research on humans, or genetic material,
cells and personal data, on animals or natural and
cultural environment are mandatorily submitted to
the Ethics Committees for review and they are not
allowed to start before an approval from the
Committee. Apart from such cases, the Committees
may examine a research project upon request or
complaint.

Has an advisory role for public sector institutions.
It provides its reports and opinions on its own
initiative or upon request.

Is an advisory board to the Ministry of Defence
(established by Law 2919/2001, as amended by
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Hungary The Data Protection
Authority

Ireland Research ethics
committee

Data Protection
Commission

Italy Ethical committees

BoANELFIT

Article 33 Law 4609/2019) on matters of research
and technology policy of the country, collaboration
with academic institutions, major research projects
on defence and technology. However, to our
knowledge, there is no publicly available
information on the tools the researchers are using
on security sensitive technologies.

Provided an assessment tool for DPIASs:
https://www.naih.hu/adatvedelmi-hatasvizsgalati-
szoftver.html

In health research/biomedical sciences, the
appropriate governance structures for the carrying
out of the research must include: ethical approval
by a research ethics committee, assignment of
relevant data controller and data processors
involved, identification of funders and any other to
who data may be shared to (incl. anonymised data)
and provision of appropriate training must be
provided. Other governance requirements on the
management and conduct of the research include
the performance of an initial assessment of the data
protection implications of the health research and,
where required under GDPR, a Data Protection
Impact Assessment; in addition to implementing
and testing security procedures.

Additionally, in terms of personal data breaches,
the data processor must notify the data controller
(i.e. the individual/legal entity  who
controls/responsible for collection/storage/use of
personal information), who, in turn, must notify the
Data Protection Commission with a description of
the breach, likely consequences, planned remedial
actions, etc. (unless the personal data breach is
unlikely to result in a risk for the relevant
individual’s rights and freedoms).

Large companies and institutions also need to
appoint a data protection officer (DPO)

A Privacy Impact Assessment to identify privacy
risks is undertaken if personal data is used or being
processed in research.

The Data Protection Commission is the overall data
protection authority responsible for upholding the
personal data protection rights specified by the
GDPR.

Italian Data Protection Act that introduces data
processing for research purposes medical,
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Latvia Data

State

Inspectorate

Lithuania Lithuanian Bioethics
Committee

State Data Protection
Inspectorate

Luxembo @ Institutional Review

urg Boards (IRBs)

Malta Faculty Review Ethics
Committees (FREC)
University of Malta

Netherlan Research Ethics
ds Committees (REC’s)

Central Commission
BoANELFIT

biomedical, and epidemiological purposes. In fact,
it states that the consent of the data subject is not
necessary whereas article 9, para 2, sub j) is
applicable, or if it is impossible to inform because
of exceptional causes, or to provide information
would need a disproportionate effort or
compromise the aims of the research. In these
cases, specific organizational and technical
measures to ensure fundamental rights should be
implemented, the approval of the ethical committee
is needed and a prior consultation under article 36
is performed However, it’s not mandatory to
include an expert of data protection within the
ethical committees

It is the only body with powers to run the case
related to personal data protection issues.

Lithuanian Bioethics Committee facilitates the
protection of patients' rights in the field of
biomedical research, coordinates the ethical review
of biomedical research projects in Lithuania as well
as informs biomedical community and general
public on ethical issues and moral dilemmas arising
in the context of modern health care. Reviews are
conducted before the actual research starts. The
research process is monitored as well.

Institutional Review Boards (IRBs) of individual
research institutions. All projects dealing with
personal data should be submitted to the IRB based
on an application form. Approval has to be
obtained before the research commences.
However, there is no enforcement. Also, there is no
monitoring of the research process

All research carried out by the University of Malta
is subjected to ethical review. This is regulated by
the University’s Research Code of Practice and the
University’s Research Ethics Review Procedures

The review procedures start with the researcher
completing a self-assessment exercise on Research
Ethics and Data Protection (REDP). Depending on
the outcome of this self-assessment, the researcher
may either commence the research or apply for
REDP Review to the Faculty’s Review Ethics
Committee (FREC).

Before the commencement of a (bio)medical
science research project, the research project file
has to be examined by one of the Research Ethics
Committees (REC’s) Central Commission for
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for person-related
research (CCMO).

Poland Bioethics committee

Portugal  Ethics committees

Foundation for

Science and

Technology
BoANELFIT

person-related research (CCMO). The REC’s or
CCMO examine the research project and assess
compliance with relevant regulations, several
which contain data protection provisions.

The main pieces of regulation are the GDPR and
the Health-scientific research with persons Act
(‘Wet medisch-wetenschappelijk onderzoek met
mensen’ (WMO)) regulates health related scientific
research with people as subjects. However, the only
provision related to data protection is art. 29, which
provides that special categories of personal data
must be excluded from the research.

The conditions for conducting clinical trials on
medicinal products are regulated in Poland by the
Pharmaceutical Law of 6 September 2001. Each
clinical trial can be conducted only on the basis of
a previously issued permit by The President of the
Office for Registration of Medicinal Products,
Medical Devices and Biocidal Products and a
positive opinion of the bioethics committee. The
President of the Office makes an entry of the
clinical trial to the Central Register of Clinical
Trials. According to the Pharmaceutical Law Act,
a clinical trial of an investigational medicinal
product is conducted in accordance with Good
Clinical Practice, which provides a standard that
defines the way in which the results of clinical trials
conducted with the participation of humans are
planned, conducted, monitored, documented and
reported.

Decree-Law No. 80/2018 of 15 October establishes
the principles and rules applicable to ethics
committees that operate in health institutions,
higher education institutions and biomedical
research centres conducting clinical research. Thus,
all higher education institutions should have an
ethics committee. However, if there is no indication
of which fields should be evaluated by these
committees, there are always two that are taken into
account: consent of participants and processing of
personal data.

Also, the Foundation for Science and Technology,
the national research and development support
agency, always appreciates above aspects before
funding is granted. These aspects are controlled
before the research begins and during the
investigation through periodic reports.
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The Ethical
Commission for
Clinical Investigation
(Comissio de Etica
para a Investigacdo
Clinica, CEIC).

Romania | Universities ‘councils
for ethics

Slovakia @ National Ethics
Committee
Local ethics
Committee
Regional Ethics
Committee

Slovenia
RS National Medical
Ethics Committee”
(NMEC)
Ethic committee for
the experiments on
animals for veterinary
medicine

Spain Healthcare Ethics
Committees (HETC)
Autonomic (Regional)
Bioethics Committees
Bioethics Committee
of Spain
Spanish Research
Ethics Committee
Research Ethics
Committees (REC)
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entity in charge of reviewing data protection
practices in clinical research projects.

Universities are required to establish councils for
ethics. For example, Babes Bolyai University
developed guides for ethical research which
includes ethical issues around data protection

The current system of ethics review in Slovakia
consists of the National Ethics Committee
(working at the Ministry of Health), and of the
mutually independent local (hospital) and regional
(research) ethics committees - (R)ECs. It is based
on a specific law (Act No. 576/2004 on health care
and on services related to health care and Act No.
362/2011 on medicinal products and medical
devices).

There are national, regional ethical committees and
universities’ ethics committees that review data
protection issues in research projects.

- the “RS National Medical Ethics Committee”
(NMEC), responsible for ethical assessment of
biomedical research on humans, that are funded by
public sources;

- Ethical committee for the experiments on animals
for veterinary medicine at the Ministry of
agriculture, forestry and food, Administration of
the Republic of Slovenia for Food Safety,
Veterinary Sector and Plant Protection, which does
not conduct ethics review related to personal data
protection.

There are a large number of local, regional and
national Healthcare Ethics Committees (HECT)
and Research Ethics Committees (REC) in Spain.
The HECT are independent interdisciplinary
bodies to provide support in ethical dilemmas in
healthcare settings, ensuring that patients are
informed about their treatments and procedures and
make their own decisions. The RECs are focus on
the rights and welfare of the potential participants
in the research. These committees are called to play
an important role in respecting and guaranteeing
the right to protect personal data, in clinical
practice and in research. In practice this committees
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gradually have been incorporating data protection

Drug Research Ethics 19
assessment™".

Committees (DREC)

Sweden Research projects which imply the processing of
sensitive data and data on criminal offences must,
according to the Ethical Review Act undergo
ethical review by the Swedish Ethical Review
Authority before the research starts. This Act apply
to research involving living or deceased persons or
biological material from humans.

The aspects of data protection review that the
Swedish Ethical Review Authority focuses on can
be deducted from the application that are to be
addressed to the Authority.

These applications must contain information on the
kinds of sensitive data that are planned to be
processed, the methods, including techniques or
processing that will be carried out, the description
of the characteristics of the data collected and how
their reliability is ensured and information about
how the collection of data will be carried out, how
the data will be handled and stored.

If pseudonymisation occurs a description of the
codification process has to be furnished.
Additionally, the applicant must indicate how long
the data will be stored, if they will be anonymised,
and whether they will be destroyed. The applicant
must also describe the risks, such as privacy
infringements for the persons included in the
research.

(i1) What instruments (e.g., ethics self-assessments at the proposal stage), if any, do
research funding agencies and other research supporting bodies in your country use
to promote data protection in ICT R&I? Do they facilitate the use of these
instruments or data protection impact assessments by providing tools (software or
other), templates or guidelines?

There have been reported many research ethic committees/research bodies mostly
in universities (Belgium, Spain, Estonia, Croatia Germany, Greece, Romania),
which provide assessment on research ethics issues. In many cases, research project

39 For example, the Research Ethics Committee of the University of Basque Country (CEID-UPV/EHU) has
published guidelines aimed at facilitating GDPR compliance in scientific research involving human beings. The
document is freely available in three languages (English, Basque and Spanish):

CEID-UPV/EHU A guide of data protection in human research
(https://www.ehu.eus/documents/2458096/3401856/12_ProteccionDeDatos.pdf/ca7ca82a-ddca-aclb-
40a3-c5b29c0ec5c5?t=1610535319020).

BoANELFIT
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review and/or approval for committees is mandatory (Germany, Greece, Malta,
Spain)

Data protection authorities often plays an important role in the matter providing
guidelines and a uniform interpretation of the main issues (Belgium, Denmark,
Estonia, Finland, Lithuania, Spain)

(111))  Are there any national regulations or procedures that specify what to consider when
ICT R&I involves defence technology, dual use technology or is affected by
embargoes? If yes, who are the bodies responsible for monitoring and enforcement?
Are there any tools researchers and innovators working on security-sensitive
technologies can use in order to protect against industrial espionage and other
confidentiality breaches?

Specific regulatory framework for ICT R&lI involving defence technology, dual use
technology or is affected by embargoes may be found in some countries (Croatia,
Greece, France). However, there seems to be a lack on publicly available
information on research projects in these fields*.

The legal framework in this field is heavily influenced by European laws:
Commission Delegated Regulation (EU) 2017/2268 of 26 September 2017
amending Council Regulation (EC) No 428/2009 setting up a community regime
for the control of exports, transfer, brokering and transit of dual-use items Belgium,
Croatia, Denmark, Germany Spain, Slovakia).

In many countries ICT R&I involves defence technology, dual use technology falls
within the domain of the Ministry of Interior or equivalent Ministry of Defence,
which provides relevant strategic, guides, supervision etc. (Czech Republic, France,
Ireland, Latvia). In this sense some national security/cybersecurity authorities
provide guidance for research (France, Hungary).

The Danish Business Authority is responsible for monitoring compliance with the
Dual-Use Regulation and for granting export licenses when required by the Dual-
Use Regulation. The Centre for Cyber Security monitoring the area and has
previously published a report describing the cyber risks related to research — e.g.
the risks of espionage. As a result, the centre recommended that the individual
research institutions take precautions and take initiatives that can prevent
espionage, cyber-attacks etc.

A French Agency for innovation was created in 2018 at the Ministry of Defence.
Innovation is focus in 12 areas such as autonomous vehicles; control of connected
objects in particular drones, collects and processing of data, captors, man-machine
interface, and telemedicine. In addition, there is currently a debate on the ethics of
the TA in the sector of defence. In September 2019 a report to the Minister proposed
a roadmap for the Ministry. It includes the creation of ethics and robust legal
framework for the French Ministry of Armed Forces. The mentioned questions on
defence technology might be addressed in the future in a specific Ethic Committee
for the application of Al in the defence area. This should also affect the private
partners and the researchers involved in such Al projects. The National
Cybersecurity Agency of France ANSSI with its cyber defence centre can support
the victims of industrial espionage. The ANSSI also provides to the actors a list of
recommended software, they might use for protection against industrial espionage

40 Since they were not reported by national experts.
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and other confidentiality breaches. Finally, the ANSSI develops research projects
on its own or with partners and is equipped with a Scientific Committee. It might
be able to elaborate technical tools required.

In Greece, there is a centre for Research and Technology for National Defence,
which is established by Law 2919/2001. It is subject to the Ministry of Defence.
Further, there is the Council of Research on Defence, Technology, and Industry
which is an advisory board to the Ministry of Defence (established by Law
2919/2001, as amended by Article 33 Law 4609/2019) on matters of research and
technology policy of the country, collaboration with academic institutions, major
research projects on defence and technology.

Specific regulatory framework for ICT R&I involving defence technology, dual use
technology or is affected by embargoes does not exist in Austria, Belgium®*!,
Bulgaria, Czech Republic, Estonia, Luxembourg, Portugal, Finland, Germany,
Poland, Spain and Sweden. However, as mentioned before, in in case dual-use
technology is created and intended to be exported, the provisions on export
restrictions must be complied national legislation adapting EU Dual Use Regulation
(EC) 428/2009.

Ass have been said there are not specific national procedures and regulations
applicable to ICT R&I in Germany, nevertheless the University and College
legislation of several federal states and the public research institutions themselves
have limitations on research with dual use potential.

Finally in Poland, according to the provisions of the Pharmaceutical Law Act, the
President of the Office for Registration of Medicinal Products, Medical Devices
and Biocidal Products exercises control over the conduct of clinical trials.

41 Even when legislation have been identified in the corresponding national report (Flemish Government
Decree of 14 March 2014 regulating export, transit and transfer of dual-use and the delivery of technical
assistance; the Walloon Government Decree of 6 February 2014 regulating export, transit and transfer of
dual-use items and technology; Belgian Act on the Protection of Trade and the Penal Code), these are
applicable but not specific for research.
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