
DPIA 

 

In certain cases, the GDPR requires controllers to carry out a Data Protection Impact 

Assessment (DPIA). The following describes this concept by answering some key 

questions.  

The answers are predominantly based either on the GDPR itself and the guidelines 

provided by the Article 29 Data Protection Working Party on the topic (wp248rev.01)
1
 

that has been formally adopted
2
 by the European Data Protection Board

3
.   

What is a DPIA 

A DPIA is a continuous process
4
 that guides and supervises the implementation of a 

processing activity such that it complies with all data protection requirements and that 

the impact on natural persons is minimized.  This process is documented in the DPIA 

report. 

Figure 1 shows an illustration of the process provided by the Article 29 Working Party
5
.     

 

Figure 1: Generic iterative process for carrying out a DPIA according to the Article 29 Working Party. 
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What are the Purposes of a DPIA? 

The DPIA has two main purposes
6
: 

(i) building compliance and 

(ii) demonstrating compliance. 

 

(i) The former refers to an internal process that accompanies the design and operations 

of a processing activity.  It installs data protection as a guiding principle that informs 

decisions
7
 in a way to minimize the data protection risks and impact of processing 

for the affected persons.  This affects in particular decisions about the purposes and 

means of the processing.  It makes sure that data protection requirements are taken 

into account throughout all life cycle phases of the activity and not just as an 

“afterthought” when all decisions have already been made.  In other words, it avoids 

that personal data can be processes without having identified its risks and impact and 

without implementing suitable safeguards and mitigation measures.   

(ii) The latter refers to the DPIA report as a tool of accountability
8
 that is used to 

demonstrate that a given processing activity complies with the GDPR.   

What is the Intended Audience of a DPIA Report? 

The DPIA report addresses the following audiences: 

(i) Employees of the controller and (optionally) processors  

(ii) including the Data Protection Officer (DPO),  

(iii) the competent supervisory authority, and  

(iv) (optionally,) the public. 

 

(i) Considering that the DPIA guides decisions by the controller and (optionally) the 

processor(s), the DPIA report (in various versions and stages of completion) serves as a 

communication tool for the involved staff.  This is of particular importance when 

considering the possibly interdisciplinary character of the work where for example, one 

kind of expertise is required to identify the risks and another to find adequate technical 

mitigation measures.  Its role is further important when staff changes and when the 

processing activity evolves over time.   

(ii) Among the employees of the controller, the Data Protection Officers (DPOs) have 

responsibilities that refer directly to the DPIA.  In particular, they have the task to 

provide advice where requested on the DPIA and monitor its performance
9
.   

(iii) A supervisory authority who investigates whether a given processing activity is 

compliant with the GDPR, not only requires a DPIA report (where required) as 

evidence that the obligation of Article 35 was satisfied.  Much rather, a well-written 
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DPIA report contains all the evidence necessary to demonstrate that the processing 

activity is indeed compliant. 

(iv) Transparency is a key requirement of the GDPR.  Accordingly, the Art 29 Working 

Party recommends considering the publication of at least a redacted version of the 

DPIA
10

.   

What Other Documentation and Reporting Obligations are Related to the DPIA? 

To better understand the DPIA, the following puts it in the context of other 

documentation and reporting obligations that are focussed on processing activities
11

.   

This is shown in Figure 1.   

 Both, controllers and processors usually need to enter all processing activities in 

a record of processing activities (as mandated in Article 30 GDPR).   

 For each processing activity, a controller has to assess whether it is “likely to 

result in a high risk to the rights and freedoms of natural persons” (see question 

XXX below).   

o If this assessment indicates a high risk, a DPIA has to be carried out and 

documented; 

o If it indicates only normal or low risk, no DPIA is required, but to 

demonstrate compliance (according to Article 5(2) GDPR), the 

assessment should anyhow be documented.   

 One a DPIA has been carried out, the residual risk after implementation of risk 

mitigation measures has to be assessed (as mandated in Article 36(1) GDPR).   

o If the residual risk is still high, the supervisory authority has to be 

consulted prior to processing (Article 36 GDPR). 

o If the residual risk is acceptable, processing can commence, but the 

controller is mandated to monitor changes in the implementation and 

effectiveness and has to revisit the DPIA as necessary (Article 35(11) 

GDPR).   
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Figure 2: The context of a DPIA. 

 

How is a DPIA different from a Security Assessment? 

Many people are more familiar with IT security than data protection and use security 

metaphors to also think about data protection.  Since this is highly misleading and may 

lead to unacceptable DPIAs, this section explains the difference between data protection 

and security impact assessments.   

In the GDPR, data protection and thus compliance is achieved through the 

implementation of technical and organisational measures
12

.  It is somewhat 
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misleading that the records of processing which are meant to demonstrate compliance
13

, 

include only information about technical and organizational security measures
14

.  It is 

therefore important to note that a DPIA goes beyond just describing measures and that 

the measures reported in a DPIA (Article 35(7)(d) GDPR) are by no means limited to 

only security aspects.   

From a security point of view, data must be protected against external and internal 

attacks and undesirable events (such as technical failures).  Often, one speaks of 

protecting data at rest, in transit, and in use.  Whether a residual risk is acceptable is 

decided relative to the organization of the controller.  This perspective is not applicable 

to data protection, even if the wording “protecting the data against attacks” could be 

understood to imply this.   

While data protection also looks at protection against attacks and undesirable events, i.e. 

security
15

, this aspect covers only one
16

 of six
17

 principles of data protection.  In other 

words, IT security is a prerequisite for compliant processing but falls far short of full 

compliance.   

When looking beyond security, the main risks to the rights and freedoms of natural 

persons originate in the processing as planned, i.e. even in absence of undesirable 

events and attacks.  Data protection mandates that the impact of processing for affected 

persons be minimized.  A DPIA thus has to demonstrate this by justifying that all 

operations of processing are indeed necessary and proportional in relation to the 

purposes.  This is evidently very different from a security assessment.  

In security, mitigation measures are mostly technical and prevent attacks or mitigate the 

effect of undesirable events on the assets of the controller; In data protection, in 

contrast, organizational measures are equally important and the measures minimize the 

impact on affected persons.  Examples for organizational measures include training and 

awareness campaigns for employees, non-disclosure-agreements, and specific 

contractual clauses for computing outsourced to processors.   

In security, the risk of violating the rights and freedoms of only a few persons may have 

only insignificant effect on an organization’s assets and thus be acceptable to a 

controller; In data protection, the focus is on the affected persons and no matter if only 

few are affected, the risk may by no means be acceptable to them
18

.   

While in security, measures are designed to defend against attacks and events; in data 

protection they minimize the impact on the affected persons.  This is for example 

evident in the limitation of the storage period which temporally limits the possible 

impact.  Similarly, pseudonymization prevents easy identification of data subjects and 

thus lowers the data subjects’ risk.  Other measures aim at creating transparency such 
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that data subject are not helplessly subjected to the decisions of controllers, but have the 

possibility to protect their rights should their rights and freedoms be excessively or 

illegitimately be infringed.  Measures that implement data subject rights then render it 

possible for data subjects to intervene to protect their rights.  These examples of data 

protection measures illustrate the largely different character compared to measures for 

security.   

 

Who is responsible for carrying out analysis DPIA?  

“The controller is responsible for ensuring that the DPIA is carried out (Article 35(2)). 

Carrying out  the  DPIA  may  be  done  by  someone  else,  inside  or  outside  the  

organization,  but the  controller remains ultimately accountable for that task.”
19

  

 

Who should be Involved in Carrying out a DPIA? 

The following first provides a legal answer rooted in the GDPR and then provides 

additional guidance on who may have to be involved in the process of an impact 

assessment. 

From a legal point of view, the Article 29 Working Party gives the following 

authoritative advice: 

 “The controller must also seek the advice of the Data Protection Officer 

(DPO), where designated (Article 35(2)) and this advice, and the decisions taken 

by the controller, should be documented within the  DPIA.  The  DPO  should  

also  monitor  the  performance  of  the  DPIA  (Article  39(1)(c)).“
20

 

 “If the processing is wholly or partly performed by a data processor, the 

processor should assist the controller in  carrying  out  the  DPIA  and  provide  

any  necessary  information  (in  line  with  Article 28(3)(f)).”
21

  

 “The  controller  must  ‘seek  the  views  of  data  subjects  or  their  

representatives’  (Article  35(9)), ‘where appropriate’. ”
22

 This can take a variety 

of forms depending on context, including generic studies, involvement of 

representatives (such as consumer organizations), and surveys.  Consent is not a 

valid form.   

Beyond these legally required involvements, the Article 29 Working Party recommends 

to cover all relevant disciplines (expertise) and responsibilities (decisions)
23

.  This can 

lead to the involvement of both, internal staff and external experts.  This may for 

example include the following: 

 The business unit that uses the application, instructs affected employees, makes 

decisions on storage periods, access control, etc. 
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 The IT department that installs and operates the application and certain 

technical mitigation measures (as for example firewalls or backup systems). 

 The human resource department who may organize awareness campaigns and 

training, as well as manage non-disclosure agreements with employees. 

 The legal department who draft specific contractual clauses to pass on 

obligations to processors. 

 The software house that that provides the application and may offer (security) 

updates, maintenance, and evolution.   

As explicitly stated by the Article 29 Working Party for DPOs, it is recommended to 

document the interactions with the involved parties, the advice provided, and the 

decisions made in the DPIA.  This is an important aspect of demonstrating compliance 

according to Article 5(2) GDPR.   

In what cases must I carry out a DPIA? Are there lists of processing activities that 

require a DPIA? 

The Article 29 Working Party has provided the most authoritative guidance for this 

question
24

. On this basis, many supervisory authorities have issues an according 

guidance in the national language.   

The guidance provides a procedure for establishing whether a processing activity is 

“likely to result in a high risk for the rights and freedoms of natural persons”, i.e., 

whether a DPIA is required. It consists of nine criteria about the processing activity.  

For each criterion, the controller has to decide (and document) whether it is relevant for 

the processing activity at hand.  The working party’s guidance includes examples that 

illustrate this. 

In particular, the nine criteria pertain to the following: 

1. Evaluation or scoring; 

2. Automated-decision making with legal or similar significant effect; 

3. Systematic monitoring; 

4. Sensitive data or data of a highly personal nature; 

5. Data processed on a large scale; 

6. Matching or combining datasets; 

7. Data concerning vulnerable data subjects; 

8. Innovative use or applying new technological or organisational solutions; 

9. Prevents data subjects from exercising a right or using a service or a contract; 

Based on the assessment of these criteria, the decision is made whether the processing 

likely results in a high risk: “In most cases, a data controller can consider that a 

processing meeting two criteria would require a DPIA to be carried out.”
25

 This is 

only indicative, however, and a controller may decide that: 

 “a processing meeting only one of these criteria requires a DPIA;”
26
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   a processing meeting (at least) two criteria is still not likely to result in a high 

risk
27

.   

In the latter case the controller has to justify this decision.  In any case, to demonstrate 

compliance (Article 5(2) GDPR), the procedure to determine whether a DPIA is needed 

should be documented.  

As additional guidance, (national) supervisory authorities must publish a list of the kind 

of processing operations which require a DPIA (Article 35(4) GDPR) and may also 

publish a list of operations where a DPIA is not necessary (Article 35(5) GDPR).   

We advise to follow either the national procedure or that provided by the Article 29 

Working Party and document it even if it shows that a DPIA is not necessary.   

At what point in time does the DPIA need to be carried out/updated? 

In any case, if high risk is likely, a DPIA has to be carried out prior to processing 

(Article 35(1) GDPR).  This constitutes a safeguard that ensures that processing 

involving a high risk cannot happen, unless the risks have been identified and 

sufficiently mitigated.  

As stated above (see Question 1.1), a DPIA is a continuous process that provides 

guidance to the design and implementation of a processing activity.  To successfully 

guide decisions and guarantee compliance with the GDPR, it is evident that “[t]he DPIA 

should be started as early as is practicable in the design of the processing operation 

even if some of the processing operations are still unknown.  Updating the DPIA 

throughout the lifecycle [of the] project will ensure that data protection and privacy are 

considered and will encourage the creation of solutions which promote compliance.”
28

  

This approach is evidently required by the obligation of data protection by design 

(Article 25(1) GDPR).    

The process of a DPIA is also not completed, once the processing has started.  Much 

rather, “[w]here necessary, the controller shall carry out a review to assess if processing 

is performed in accordance with the [DPIA] at least when there is a change of the risk 

represented by processing operations.” (Article 35(11) GDPR).  There are several 

factors that may change the risk, including the following: 

 The processing activity changes, 

 the efficiency of the mitigation measures changes. 

In the former case, a change could be caused by a change in number of affected person 

(e.g., due to the success of the activity), a change in the application software (e.g., a new 

version with additional functionality), a change in the technical infrastructure (e.g., a 

migration into the cloud), or a change in the legal situation (e.g., a court decision that 

affects the interpretation of the GDPR).   

In the latter case, a change could be caused by the discovery of new vulnerabilities in 

the mitigation measures (e.g., software vulnerabilities), an increase in threats and 

capability of attackers (e.g., new methods to re-identify pseudonymous or anonymous 

data), or an organizational change that threatens the effectiveness of measures (e.g., new 

staff who is unaware of what can be disclosed).   
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Is there a standardized method for carrying out a DPIA? Are there outlines, 

templates or tools in support of carrying out a DPIA? 

With DPIAs being a new instrument introduced with the GDPR, there is still ample 

discussion of how exactly a DPIA should be carried out and there exists several 

different schools of thought.  Some national supervisory authorities have issued 

guidance on the topic.  While a DPIA is primarily evaluated by the competent (i.e., 

typically national) supervisory authority, the guidance provided here cannot go in the 

merit of what is available in all member states.  Instead, guidance is provided based on 

the opinion of the Article 29 Data Protection Working Party on the DPIA 

(wp248rev.01)
29

 that has been formally adopted
30

 by the European Data Protection 

Board
31

.  According to Article 70(1) GDPR, “The Board shall ensure the consistent 

application of this Regulation” and is therefore the best source for advice at European 

level.   

The Figure to illustrate the iterative process for carrying out a DPIA that is provided by 

the Working Party has already been shown in Figure 1 above.  It is a cycle containing 

the following steps: 

1) Description of the envisaged processing. 

2) Assessment of the necessity and proportionality. 

3) Measures already envisaged. 

4) Assessment of the risks to the rights and freedoms [of natural persons]. 

5) Measures envisaged to address the risks. 

6) Documentation. 

7) Monitoring and review.  

 

The Working Party explains that there is flexibility in how a DPIA is structured: 

“The GDPR provides data controllers with flexibility to determine the precise 

structure and form of the DPIA in order to allow for this to fit with existing working 

practices. There are a number of different established processes within the EU and 

worldwide which take account of the components described in recital 90. However, 

whatever its form, a DPIA must be a genuine assessment of risks, allowing 

controllers to take measures to address them.”
32
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The Working Party gives examples of currently known approaches in their Annex I
33

.  

These include both, generic national and sector-specific DPIA “frameworks”.  “The 

[Working Party] encourages the development of sector-specific DPIA 

frameworks.”
34

 

Controllers are thus free to choose the most suitable structure and format for a DPIA, 

as long as certain requirements are fulfilled:  “It  is  up  to  the  data  controller  to  

choose  a  methodology,  but  this  methodology should be compliant with the criteria 

provided in Annex 2.”
35

  The Working Party “proposes [these] criteria which data 

controllers can use to assess whether or not a DPIA,  or  a  methodology  to  carry  out  

a  DPIA,  is  sufficiently  comprehensive  to  comply  with  the GDPR”
36

.   

Usually, the different methodologies come with outlines, templates, and/or tools.   

The remainder of this section therefore concentrates on these criteria for an acceptable 

DPIA provided by the Working Party.   

The criteria mostly reflect the structure and content of Article 35(7) but provide 

additional detail and interpretation.  The following reports the content with some 

rewording and minor restructuring for clarity
37

: 

1. Systematic description of the processing (Article 35(7)(a) GDPR) 

2. Assessment of necessity and proportionality (Article 35(7)(b) and (d) GDPR) 

3. Management of the risks to the rights and freedoms of data subjects (Article 

35(7)(c) and (d) GDPR) 

4. Involvement of interested parties (Articles 35(2) and 35(9) GDPR) 

Each of these is discussed in more detail in subsections in the following. 
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Can I follow the standard approach by ISO? 

ISO has issued the international standard ISO/IEC 29134:2017   

“Information technology — Security techniques — Guidelines for privacy impact 

assessment.”
1
  As usual for ISO standards, the text of the standard is not available publicly 

but only for paying customers
1
.  ISO standards are global in nature and thus cater to a 

variety concepts of “privacy”.  It is unlikely that the standard adopts a legal view 

and impossible that a single standard satisfies the necessarily different legal 

requirements from different legislations.  Should the ISO approach be 

suitable for a given controller, it is therefore advised that in addition, legal 

guidance specific to the GDPR is consulted in parallel.  



Of general relevance for all these subsections is the second sentence of Recital 90 

GDPR.  It is reported here with highlighting and structure (bullets) added by the 

authors: 

“That impact assessment should include, in particular, the measures, safeguards and 

mechanisms envisaged for: 

 mitigating that risk,  

 ensuring the protection of personal data and  

 demonstrating compliance with this Regulation.” 

In other words: 

 The focus of the DPIA is on measures, safeguards, and mechanism. 

 These are applied to: 

o risks, 

o protection of personal data, in other words compliance with the GDPR, 

and 

o demonstration of compliance.   

What is important to notice is that a DPIA is not only focussed on identifying, 

assessing, and mitigating risks, but also with compliance and demonstration of 

compliance.  The latter is particularly evident in letter (b) of Ariticle 35(7) and the 

according subsection “2. Assessment of necessity and proportionality” that is described 

below.   

Systematic description of the processing 

Providing further detail to Article 35(7)(a) GDPR, the Working Party breaks down the 

description of the processing involved into the following elements
38

: 

 Nature, scope, context and purposes of the processing (Recital 90 GDPR); 

 personal  data,  recipients  and  storage period; 

 functional description of the processing operation; 

 technical and human resources employed in the processing 

 (hardware, software, networks, people, paper or paper transmission channels); 

 compliance with approved codes of conduct (Article 35(8) GDPR).  

Important to note regarding the first bullet is that Article 35(7)(a) reads “purposes of 

the processing, including, where applicable, the legitimate interest pursued by the 

controller” 

While most of the concepts listed here are likely well understood, the exact meaning of 

(i) nature, (ii) scope, and (iii) context may be more elusive.  Since there is no 

authoritative interpretation of these terms, the following provides one possible 

interpretation in the hope it proves helpful.   

 

(i) Nature: There may be multiple aspects related to the nature of processing, including 

the following: 

 

 The processing paradigm; 

 the infrastructure paradigm; 

 level of automation;  

 form of “effect”; 
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 the level of innovation. 

 

Processing paradigms can range from imperative (i.e., “traditional” applications), over 

rule-based/declarative (e.g., expert systems), to machine-learning-based artificial 

intelligence.   

 

The infrastructure paradigm can range from a desktop application over a client-server 

application, to a cloud-based solution, all showing different levels of distribution.   

 

The level of automation can range from providing supports to human actors to fully 

automatic operation without any possibility of human intervention.   

 

The form of “effect” describes the “output” of the processing.  This may range from 

pure information (in information systems), over the creation of a status (e.g., right to 

vote) that determines the possible actions of a person, over the management of virtual 

assets of a person (e.g., a bank account), to cyber-physical systems that directly affect 

the physical world in which the person lives or the person herself.   

 

The level of innovation can range from staying within realsm where risks and their 

mitigation are well-understood, to deploying new technologies and methods whose 

consequences have yet to be found out and that may come with yet unknown side-

effects and risks.   

 

(ii) Scope: What is inside and outside of the scope of the processing activity determines 

its impact.  In data protection, the scope has to be considered relative to the affected 

persons.  This encompasses multiple aspects, including the following: 

 

 Which and how many persons are affected? 

 Which aspects of life of these persons are affected? 

o For what duration and with what frequency are these aspects captured? 

o With what precision are these aspects captured? 

 

Which and how many persons are affected evidently determine the impact of the 

processing activity.  Which kind of persons is affected is interesting in regard of 

whether some of these are vulnerable and require special kinds of protection.  Apart 

from the absolute number of persons, relative numbers pertaining to geographic areas 

or groups of users.   

 

The affected aspects of life are closely related to the involved categories of data.  

Evidently, different aspects of life come with different levels of sensitivity and thus risk.  

In the GDPR, the special categories of data (Article 9) together with data about 

criminal convictions (Article 10) are identified as particularly sensitive.  The impact of 

the data processing does not only depend on the kinds of aspects are in the scope of the 

processing, but also what range of aspects of an individual are addressed.  An isolated 

aspect usually has a much smaller impact than the processing of a profile that provides a 

complete picture of a person’s life.   

 

The temporal scope, most prominently the duration over which these aspects are 

captured , also determines the impact.  This is closely related to storage periods and 

erasure of data.  When a certain type of data is collected more than just once, the 



frequency is also important.  This is most evident when considering location data, 

where a tracking once every few days is largely different from a tracking every few 

minutes.   

 

The precision with which aspects of a person’s life are captured also determines the 

impact of the processing activity.  This is for example evident when looking at location 

where knowing the country where a person is located has much less impact than 

knowing the precise coordinates.  Similarly, knowing that a person is off age has much 

less impact than knowing the date of birth.   

 

(iii) Context: Understanding a processing activity and its risks is often impossible 

without knowing its context.  Different aspects of context can, among others, be: 

 

 Legal; 

 Technical 

 Economical; 

 Societal. 

 

Part of the legal context is the legal basis for processing according to Article 6 GDPR 

and possibly Article 9 GDPR.  Also relevant here are possible certifications according 

to Article 42 GDPR, approved Codes of Conduct according to Article 40 GDPR (see 

Article 35(8)) and Binding Corporate Rules according to Article 47 GDPR.  The legal 

context may also include authoritative opinions by the European Data Protection 

Board according to Article 64 GDPR or court decisions that are relevant to the 

assessment of impact.  Note that the Working Party has listed the codes of conduct in a 

separate element, likely since it is explicitly required in Article 35(8) GDPR.    

 

There are two aspects that contribute to the technical context:  

 Other processing activities by the same or by different controllers that interact 

with the processing activity, and 

 The state of the art of technology to defend and attack. 

  

In some cases, it is impossible to assess a processing activity in isolation.  This is 

typically the case with distributed systems where different controllers operate different 

components.  A good example is federated identity management where an identity 

provider operates a component that can only be understood when also considering also 

users and so relying parties.  Here and in many cases, privacy is often determined by 

the communication protocols used between components and thus processing activities.  

This is illustrated by the existence of specifically designed privacy enhancing 

protocols
39

.  If one were to assess the impact without considering the context, these 

particularly relevant protocols would fall into the gaps between controllers and thus 

DPIAs.   

 

It is self-evident that the state of the art of technology has to be considered to 

understand the impact of processing.  Accordingly, the GDPR mandates to take into 

account the state of the art in both, Article 32 on the security of processing, and Article 

25 on data protection by design and by default.  In security (that is one aspect of data 
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protection), to understand risks, it is crucial understanding the current threat landscape 

that describes the ease of attack and the availability and efficiency of defensive 

measures.  To minimize the impact of processing on data subjects according to data 

protection by design, it is crucial to know the available technical possibilities.   

 

The societal context describes the influence that persons and organizations potentially 

have on the processing activities.  This includes the question who might be interested to 

use the processed data for other purposes.  This includes aspects of how motivated and 

resourceful
40

 potential players are to do so.  It is important to note that the context is not 

limited to external players but also includes internal staff that might have motive to use 

data for other purposes.   

 

Assessment of necessity and proportionality 

Providing further detail to Article 35(7)(b) GDPR, the Working Party breaks down the 

assessment of necessity and proportionality into several sub-points in two major 

groups
41

.  It is important to note that all these points are concerned with measures 

envisaged to comply with the GDPR.
42

  For easier understanding, these points are 

classified here as follows: 

Points relating to:   

(i) Generic obligations from Chapter 2 GDPR “Principles” 

(ii) Specific obligations from Chapter 3 GDPR “Rights of the data subject” 

(iii)Specific obligations from Chapter 4 GDPR “Controller and processor” 

(iv) Specific obligations from Chapter 5 GDPR “Transfers of personal data to third 

countries or international organisations” 

These are described in the following in more detail: 

(i) Principles:   

The points provided by the Article 29 Working Party in this section closely correspond 

to the generic principles (a) through (f) of data protection provided in Article 5(1) 

GDPR with the following differenced: 

 The more concrete Article 6 is used instead to cover lawfulness, instead of 

5(1)(a) itself. 

 Article 5(1)(d) on “accuracy” is omitted, likely since the data subject right to 

rectification  covers the same aspects in a more concrete manner. 

 Article 5(1)(f) on security (‘integrity and confidentiality’) is omitted, likely since 

it is covered later in “management of the risks to the rights and freedoms of data 

subjects” 

The DPIA is now required for each principle, what measures were taken to comply 

with it. In the following, an incomplete selection of examples for such measures is 

given: 

Measures to demonstrate compliance with “purpose limitation” described in Article 

5(1)(b) constist of specifying the explicit purposes of processing.  This description has 

to be precise and concrete.  To demonstrate compliance, it should be justified why 
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these purposes are legitimate and that the impact on data subjects has been minimized 

by keeping the purposes as narrow as necessary.   

An additional important aspect of Article 5(1)(b) is that data shall “not [be] further 

processed in a manner that is incompatible with those purposes”.  Since disclosure is 

considered to be processing (see Article 4(2) GDPR), this means that personal data shall 

only be disclosed to persons and parties as necessary for and justified by the stated 

purposes.  Measures that show compliance with this requirement include the 

documentation of who (employees of the controller and third party recipients) needs 

access to the data and processing and how access rights are managed and updated in 

practice.  This complements the measures to mitigate threats of illegitimate access that 

are part of the section “management of risks” that is described further down.   

Measures to guarantee the lawfulness of processing consist of documentation of the 

chosen legal basis according to Articles 6(1) and possibly 9(2) GDPR.   

Where Article 6(1)(a) “consent” is used as a legal basis, the documentation should 

include how this consent was collected (e.g., a form or a dialog) together with a 

justification how the requirement for consent given in Articles 7 and 8 GDPR are 

fulfilled.  In the case where Article 9(2)(a) “explicit consent” is chosen, a justification 

how the requirements for this special form of consent are met should be added.  The 

best support for this is provided by the Article 29 Working Party in their “Guidelines on 

Consent”
43

.   

Where Article 6(1)(f) “legitimate interests pursued by the controller or by a third 

party” is chosen, it is very important to note that his legal basis states “except where 

such interests are overridden by the interests or fundamental rights and freedoms of 

the data subject which require protection of personal data, in particular where the data 

subject is a child.”  To be sure that the interests of data subject do not override the 

legitimate interest of the controller, an additional “balancing test” is required.  What 

such a balancing test is and how to conduct it was described by the Article 29 Working 

Party in their Opinion WP217
44

.   

Measures to demonstrate compliance with Article 5(1)(c) “data minimization” are 

justifications that the collected and processed personal data is adequate, relevant and 

limited to what is necessary to reach the stated purposes. 

Measures to demonstrate compliance with Article 5(1)(e) “storage limitation” consist 

of documentation that justifies that the data is stored only as long as necessary for the 

purposes (and then erased) and that pseudonymization and anonymization that 

reduce/eliminate the identifiability of data subjects is applied as soon as possible for 

the purposes.   

While not explicitly included among the point by the Working Party, a desirable 

additional measure would be the documentation of persons and recipients to whom the 

data are legitimately disclosed.   
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(ii) Rights of the data subject:   

The points provided by the Article 29 Working Party in this section take up almost the 

complete set of articles of Chapter 3 “Rights of the data subject”.  This includes Articles 

12-14 GDPR that are mostly concerned with transparency, as well as Articles 15 

through 21 which are concerned with specific data subject rights.   

Measures to demonstrate compliance with the obligations pertaining to Chapter 3 

consist of a documentation of the information that is provided to data subjects and the 

technical or organizational means available to data subjects to exercise these rights. 

Somewhat surprisingly, the Working Party did not include Article 22 GDPR among 

their points, although “automated individual decision-making, including profiling” 

obviously bears high risks for data subjects.  It is therefore recommended to address the 

compliance with this article anyhow, if applicable.  A suitable measure could be to 

document how data subject can access the “right to obtain human intervention” that is 

mentioned in Article 22(3).   

 

(iii) Obligations of the controller and processor:   

The points provided by the Article 29 Working Party in this section consist solely of 

two Articles out of Chapter 4 GDPR “Controller and processor”, namely Articles 28 

and 36.   

Article 28 is concerned processors.  Measures that demonstrate compliance with this 

article include for example
45

 the following: 

 Documentation of the guarantees provided by the processor “to implement 

appropriate technical and organisational measures in such a manner that 

processing will meet the requirements of this Regulation” (Article 28(1) 

GDPR). 

 Measures (such as contractual clauses) that guarantee that “processor [do] 

not engage another processor without prior specific or general written 

authorisation of the controller.” (Article 28(2) GDPR). 

 Documentation of a “contract or other legal act” that governs the processing 

by the processors.  This includes clauses that guarantee the requirements laid 

out in Article 28(3)(a) through (h).   

 

Article 36 is concerned with “prior consultation” of the competent supervisory 

authority if the residual risk after implementing suitable mitigation measures is still 

high.  The measure to demonstrate compliance with this Article is to document such 

consultation and its outcome.   

Beyond the two Articles of Chapter 3 GDPR that were explicitly listed among the 

points by the Working Party, additional measures are both possible and desirable.  Some 

examples are the following: 

 Measures to demonstrate compliance with Article 25 “data protection by 

design and by default” can include documentation how data protection was 

integrated already in the conception and design of the processing activity.  This 
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can for example consist in data protection requirements that were stated for a 

custom development or tender, or an analysis of data protection compliance 

during a selection process.   

 Measures to demonstrate compliance with Articles 33 and 34 on notification and 

communication pertaining to data breaches could consist in the documentation 

of internal procedures to handles such situations.   

 

(iv) Transfers of personal data to third countries or international organisations:   

In this section, the Article 29 Working Party provides a single point that refers to the 

whole Chapter 5 of the GDPR.  Measures to demonstrate compliance in this section 

document safeguards in place that protect data subjects in the situation where their data 

is transferred to areas where the GDPR is not directly enforceable.  Among the concrete 

measures are the documentation that there is an adequacy decision by the Commission 

in place (Article 45 GDPR), the adherence to legally binding corporate rules (Article 47 

GDPR), or the use of other legally binding and enforceable instrument (Article 46 

GDPR).   

 

Management of the risks to the rights and freedoms of data subjects 

Article 35(7)(c) mandates the “assessment of the risks to the rights and freedoms of data 

subjects”.  Recital 84 further states that the controller carrying out a DPIA should 

“evaluate, in particular, the origin, nature, particularity and severity of that risk”.  On 

this basis, the Article 29 Working Party stresses that such assessment needs to be made 

from the perspective of the data subject and provides the following approach: 

 A list of risks that need to be assessed and 

 a series of steps that constitute such an assessment 

A DPIA must thus address these steps for each of the risks. 

The Working party lists the following risks: 

1. illegitimate access [to personal data], 

2. undesired modification [of personal data], and 

3. disappearance of data. 

Evidently, these risks paraphrase the wording of Article 5(1)(f) on the principle of 

“integrity and confidentiality”.  It is also consistent with “confidentiality, integrity, 

availability and resilience of processing systems and services” that is stated in Article 

32(1)(b) GDPR.  It is also possible to see a direct equivalence to the protection goals 

used in IT security, namely confidentiality, integrity, and availability.   

For the assessment of each risk, the Working Party states the following components: 

1. identification of risk sources (in accordance with Recital 90) 

2. identify potential impacts of each risk to the rights and freedoms of natural 

persons 

3. identify threats that could lead to these risks 

4. estimate the likelihood and severity of the risks (in accordance with Recital 90).   

On this basis, considering the estimated likelihood and severity of each risk, appropriate 

mitigation measures have to be conceived, implemented, and documented in the DPIA 

(as mandated by Article 35(7)(d) and Recital 90). 



Since the principles of “integrity and confidentiality” as well as the listed threats are 

typical for IT security, the measures documented here are well known from that 

discipline.  The major difference to security is the estimation of severity or impacts that 

are evaluated relative to the affected persons much rather than the organization 

responsible for the processing.  The fact that only this section is concerned with IT 

security further illustrates the difference that was already addressed above.   

Involvement of interested parties 

According to Article 35(2), “[t]he controller shall seek the advice of the data protection 

officer, where designated, when carrying out a data protection impact assessment.”   

Also, according to Article 35(9), “[w]here appropriate, the controller shall seek the 

views of data subjects or their representatives on the intended processing, without 

prejudice to the protection of commercial or public interests or the security of 

processing operations.” 

This section of the DPIA documents that these two requirements were indeed met by 

the controller.   

What can facilitate carrying out a DPIA? 

The following list some ways that could potentially facilitate carrying out a DPIA.   

 In some cases where the processing  has a legal basis based in Union or 

Member State law (i.e., Article 6(1)(c) or (e) GDPR), the DPIA has already 

been carried out by the legislator.  In this case, unless a Member State deems a 

DPIA by every controller necessary, the DPIA does not have to be executed 

(see Article 35(10) GDPR for detail).   

o An example can be found in the Austrian “Research Organization” 

legislation
46

 that already provides DPIAs
47

 for its Articles.   

 “There are circumstances under which it may be reasonable and economical for 

the subject of a data protection impact assessment to be broader than a single 

project” (Recital 90 GDPR).  This obviously facilitates the single processing 

activities that can then refer to the “broad DPIA”.  This is further confirmed in 

Article 35(1) that states: “A single assessment may address a set of similar 

processing operations that present similar high risks.”  The Article 29 Working 

Party provides additional guidance
48

 here stating that “[a] single DPIA could be 

used to assess multiple processing operations that are similar in terms of 

nature, scope, context,  purpose, and  risks.” It further states that “DPIAs aim 

at systematically studying new situations that could lead to high risks on the 

rights and freedoms of natural persons, and there is no need to carry out a 

DPIA in cases (i.e. processing operations performed in a specific context and 

for a specific purpose) that have already been studied.”  In these cases, it is 

possible to fall back on the “broad DPIA” or at least delegate major portions of 
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an individual DPIA to it.  If a “broad DPIA” is unavailable, there may still be 

individual DPIAs of similar processing activities that help conducting one 

oneself.   

 The Working Party states that “A DPIA can also be useful for assessing the 

data protection impact of a technology product”
49

.  So if a technology 

provider has already conducted a DPIA, “the data controller deploying the 

product remains obliged to carry out its own DPIA with regard to the specific 

implementation, but this can be informed by a DPIA prepared by the product  

provider” 

 The Working Party points out the possibility that a DPIA is facilitated by the 

existence of a sector-specific DPIA framework: “The WP29 encourages the 

development of sector-specific DPIA frameworks. This is because they can draw 

on specific sectorial knowledge, meaning the DPIA can address the specifics of 

a particular type of  processing  operation  (e.g.:  particular  types  of  data,  

corporate  assets,  potential  impacts,  threats, measures).”
50

 

 Another potential way of facilitating a DPIA is to exploit systematic 

approaches that are used across multiple processing activities.  Article 24(2) 

provides the example of corporate-wide “data protection policies”.  Article 

24(3) adds “approved certification” (according to Article 42 GDPR) and 

“approved codes of conduct” (according to Article 40 GDPR).  The latter is 

also specifically mentioned in Article 35(8) GDPR.    

What happens if I do not carry it out? What are the possible consequences? 

“Under  the  GDPR,  non-compliance  with  DPIA  requirements  can  lead  to  fines  

imposed  by  the competent supervisory authority. Failure to carry out a DPIA when the 

processing is subject to a DPIA (Article 35(1) and (3)-(4)), carrying out a DPIA in an 

incorrect way (Article 35(2) and (7) to (9)), or failing to consult the competent 

supervisory authority where required (Article 36(3)(e)), can result in an  administrative  

fine  of  up  to  10M€,  or  in  the  case  of  an  undertaking,  up  to  2  %  of  the  total 

worldwide annual turnover of the preceding financial year, whichever is higher.”
51
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